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About This Document
The WebNMS Fleet Management Software's User and Administrator Guide provides instructions to
both end users and administrators to work with the Cloud-compatible Fleet Management software
efficiently. The document provides a clear understanding of the available features and step-by-step
procedures to connect with the WebNMS Fleet Management Software and work with the web
application. The guide provides detailed illustrations of creating Fleet assets and the configurations
to be done from the web application to proceed with monitoring of the Fleet.
The first section of the document, Getting Started provides the details on connecting to the WebNMS
Fleet Management Software.
The Working with the Web Application section provides a description of the various application
features, and step-by-step procedures in using these features effectively.
The General Administration section provides options to add all Fleet related asset information such as
Organization, Vehicle, Driver, and Device details in the database. In addition, the steps for configuring
for Event and Alert Notifications and SMS & Email related configurations are provided in this section.
The Security Administration section provides instructions to create and manage users and groups for
working with the solution. Only authorized users can log on to the server. After logging on, each
operation in the client is governed by user privileges. The operations mentioned here can be
performed by users with administrator privileges.
The FAQ section lists the frequently asked questions by users working with the Fleet Management
Software.

Contents
•

Chapter 1: About This Document is a prelude to the User and Administrator Guide.

•

Chapter 2: Getting Started guides a beginner in bringing up the WebNMS Client.

•

Chapter 3: Working with the web application helps you in understanding the features and
functions of the client UI.

•

Chapter 4: General Administration provides instructions to administrators in configuring the
solution.

•

Chapter 5: Security Administration provides options to create and manage users and groups.

Product Support
•

For any support queries, contact fleet-support@webnms.com
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Getting Started
•

Introduction to WebNMS Fleet Management Software

•

Connecting to the WebNMS Fleet Management Software

•

Understanding Basic Components of the Client Work Area
•

Monitoring Dashboard

•

Web Application Components
•

Module Tabs

•

Module Tree

•

Module Links

•

Help

•

Settings

Introduction to WebNMS Fleet Management Software
WebNMS IoT Fleet Management Software is an all-in-one cloud compatible vehicle tracking and
monitoring solution that helps to track, analyze and optimize your fleet operations with ease. The
main features are fleet asset monitoring, driver behavior monitoring, geofencing, route and trip
planning, etc.
The WebNMS IoT Fleet Management software is available as an on-premise as well as cloud
compatible installation. The application can be hosted on premise in your own data center, and a
public IP address acquired from the service provider to connect. Alternatively, the software can be
hosted on a cloud service platform such as AWS, Azure etc.
More details on launching the software in AWS market place is available in the
below URL :
https://www.webnms.com/iot/fleet/aws/AWS_Launching_Guide.pdf

WebNMS User Interface
The WebNMS Fleet Management Software's web application (User Interface) is a light-weight user
interface that facilitates connecting with the Fleet Management Software from a web browser over
the internet. Using any supported web browser on any Windows or Linux PC, you can log on to the
Fleet Management Software and view asset information, location of the fleet, events and alarms
generated from devices attached to the fleet and generate reports and graph for analysis. The web
application helps you to easily monitor your fleet from any place, any time.
The following tasks can be performed from the Web application:
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•

View and customize the home page with dashboard and widgets using mouse
actions.

•

View google maps enabled asset view of vehicles and drivers.

•

View google maps enabled monitoring views of fleet tracker, geofence and route
planner.
The Fleet Tracker, Geofence, Route Planner, and Asset Details views of the
WebNMS Fleet Management Software use the Google Maps APIs for the
background rendering.
Complete the wizard in the Google Maps Platform page to get the GMap key
to enable using the Google Maps API.
In addition, subscribe to the following APIs from the pages given below:
1. Map Javascript API
2. Directions API
3. Geocoding API

•

View alarms and events occurring in assets in neatly aligned tabulated views.

•

View the list of assets in a neatly aligned tabulated view.

•

Create custom views for easy viewing of assets of your interest.

•

Search for any asset with ease using advanced search options.

•

Perform administrative functions such as add new organization, client, vehicle, driver,
tracker device etc.,

•

Perform security administration tasks such as adding new users, modifying user
profiles and removing users.

Connecting to the Fleet Management Software
All you need is a JavaScript enabled web browser that can connect over the internet for connecting to
the Fleet Management Software. You will be able to log in using the WebNMS's default username and
password. The default user has administrator privilege and is authorized to perform all the tasks
available with the solution.
1. Open a web browser. Check for Supported Web Browsers.
2. Type the WebNMS Fleet Management Software's access URL in the address bar and press
Enter.

3. The login page is displayed. Enter a valid user name and password. This provides an
authenticated access to the software. By default, the user name is admin and the password
is the instance ID obtained from the platform provider.
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4.

Click Login. On first login of a new user, the change password UI with the privacy policy
statement link will be displayed. (This will not be displayed for the default admin user.)

5.

Select the I agree to the terms and conditions stated in the privacy policy checkbox to
agree to the terms and proceed. The privacy statement is displayed.
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6.

For existing users the web application is launched in the Web browser.
The software does not allow concurrent user login with the same username. When a
user session is active and another login is attempted with the same username, the
below message will be displayed, and the other active session will be terminated. New
users can be created with the same set of permissions to overcome this restriction.

To log out from the Fleet Management software
• Click on the Logout link under the Setting icon to logout from the Web application.
This will completely terminate the connection with the Fleet Management software.

Understanding Basic Components of Application’s Work Area
The Monitoring dashboard is displayed on the Web application on logging on to the Fleet
Management Software. This is the first screen that is displayed once logged in and therefore it is
important that this dashboard displays all vital information related to the Fleet. You can customize
this dashboard by adding, removing, or rearranging widgets. The drag and drop functionality in
dashboards provides enhanced user experience to design the Home Page as per the users
requirement with ease. Additional dashboards can also be created if required. For more details on
working on dashboards, please refer to the section Working with Dashboards and Widgets.

The Monitoring Dashboard
The default Monitoring dashboard consists of six widgets (the name and description of the
widgets is provided in the table in the Working with Dashboards and Widgets document). A
different set of widgets can be associated to a dashboard and the dashboard customized
extensively with just mouse clicks.
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Web Application Components
The three main components of the client that help in traversing through the various modules of
the client are the module tabs, module tree and module links, specific to each module tab.
The Help & Support on the top right corner of the client UI provides easy access to product
documentation and technical support for any clarifications from within the product.
Personalizing the client UI with different themes and changing the password can be done from
the Settings icon on the top right corner.

1. Module Tabs
The different module tabs available in the client UI are given below. Clicking each tab will
display the respective module view on the right-side frame of the client UI.
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2. Module Tree
While navigating to other pages by clicking on the Module Tabs, the corresponding Module
Tree will be displayed in the left pane. Each of the tree nodes displays related information on
the right-side frame of the client UI, on a click. For example, in the Alarms page, clicking any
Alerts node on the tree displays all the alerts generated.

3. Module Links
Module specific Actions Links are provided in all the list views and map views to perform
various operations like adding custom views, searching objects, customizing columns etc. The
options in the drop down list of the Actions Menu facilitates easy access to the required
information in the page.

4. Help
The help documents available online can be accessed by clicking on the Help button at the top
left corner.

5. Settings
Basic Web Application settings can be done with the options available in this icon. Personalize,
Change Password, and Logout are the basic functions that can be performed from the settings
menu.

Personalize the Web Application
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The client UI can be personalized using themes. Click on the Settings icon and the Personalize
button to invoke the Themes popup window. The themes are used to change the look of the
client UI. WebNMS supports Light Gray/White combination Gainsboro and the Black NOC
theme. By default, the client UI is displayed with the Light Gray/White Gainsboro themes.

To apply other themes
1. Click Personalize provided at top right-side of the client UI. The Personalize page is
displayed.
2. Select the desired theme. A preview of the theme is shown in the same dialog.
3. Click Apply.
On performing this, the complete client UI's look and feel is changed to the theme you choose.

Change Password
The password can be changed by using this option. Provide the Current and New Password to
update the password.
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Logout
1. Click on the Logout link in the Setting icon at the top right corner to logout from the web
application.
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•
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•

Working with Fleet Management
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•
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•
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Working with Dashboards and Widgets

•

Overview

•

Creating New Dashboards

•

Associating Widgets to Dashboards

•

Removing Widgets from Dashboards

•

Modifying Widgets in a Dashboard

•

Moving Widgets in a Dashboard

•

Modifying Dashboards

•

Deleting Dashboards

Overview
The home page is a dashboard with an arrangement of widgets to showcase the vital live statistics of
the fleet assets. The default dashboard Monitoring Dashboard is highly customizable. The existing
widgets in the dashboard can be rearranged or a new set of widgets can be included from the widgets
list. If required, a completely new dashboard can be created with the desired widgets and set as the
default home page. This document illustrates the steps for creating, modifying, and deleting
dashboards and widgets. And also states the steps for associating widgets to dashboards.

Monitoring Dashboard
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The default widgets in the Monitoring Dashboard and their details are provided below:
Widget

Description

Fleet Management

Displays the total number of assets and the View All option displays
the list view with complete details of the asset.

Recent Alarms

Displays the Top N recent alarms.

Vehicle Trip Summary

Displays the trips taken by a vehicle vs the distance covered on a
daily basis.

Client Trip Summary

Displays the trips taken by various clients on a daily basis.

Vehicle Utilization
Scale

Displays the trips taken by a vehicle and the distance covered based
on organization in a list view format.

Driver Utilization Scale

Displays the Driver details and the trips taken and the run hours.

Creating New Dashboards
To create a new dashboard, follow the steps given below:
1. Mouse over the Actions drop down list.
2. Click the New Dashboard item in the drop down list. The Add Dashboard dialog is
displayed.
3. Enter the name for the dashboard in the Name textbox.
4. Enter a brief description about the dashboard in the Description textbox.
5. Select the No. of Columns value from the list. The percentage of each column width
will be displayed in the Column(s) text box.
6. The Percentage value of each column can be modified.
7. Select the List of Widgets to be associated to this dashboard.
8. Click the Update button to create the dashboard.
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Associating Widgets to Dashboards
Any number of widgets can be associated to a dashboard. The following steps must be
performed to associate a widget to an existing Dashboard.
1. Mouse over the Actions drop down list.
2. Select Add Widget item in the drop down list.
3. Select the dashboard to which you want to add the widget from the Add to : list.
4. Select the Widget(s) by selecting the check boxes.
5. Click Add to add the widget.

By default, a list of Widgets is available to be associated with the Dashboard. The
following table provides details of the default list.
Widget
Name

Widget View Examples

Description

Recent
Alarms

Displays the Top N
recent alarms.

Fleet
Management

Displays the overall
asset details. Clicking
on the View All link
displays the asset-
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wise details.

Client Trip
Summary

Displays the Trips
taken by various
clients on the basis of
last 7 or last 30 days.

Vehicle Trip
Summary

Displays the trips
taken by a Vehicle vs
Distance covered on a
daily basis.

Vehicle
Utilization
Scale

Displays the Trips
taken by a Vehicle and
the Distance covered
based on organization.

Driver
Utilization
Scale

Displays the Driver
details and the Trips
taken and the run
hours.

Copyright @2019

14

WebNMS IoT Fleet Management Software – User & Admin Guide

Note: A widget can be refreshed on clicking on the Refresh icon .

Removing Widgets from Dashboards
1. Mouse over and select the Dashboard tab in which the widget to be deleted is
located.
2. Click the Delete Widget icon
widget from the dashboard.

at the top right corner of the widget to remove the

Modifying Widgets in a Dashboard
1. Invoke the dashboard in which you want to modify the widget properties.
2. Click the Edit icon to modify the property value. The Widget Name and
refreshInterval is a common field in all widgets that can be modified. The other
customizable fields in a widget are determined based on the data handled in the
widget.
3. Click on the Save button to save the modified properties.

Moving Widgets in a Dashboard
You can move the widgets to different locations within the dashboard. To move a
particular widget to a different location:
o Click on the widget name (without releasing the click) and drag the widget to the
required location.

Modifying Dashboards
1. Mouse over the Actions drop down list.
2. Select Manage Dashboards item in the drop down list.
3. Click on the Edit icon against a dashboard to modify the dashboard. The Description
and Column widths are the fields that that can be modified in a dashboard.

Deleting Dashboards
Individual or multiple dashboards can be deleted.
1. Mouse over the Actions drop down list.
2. Select Manage Dashboards item in the drop down list.
3. Click the Delete icon against the dashboard which you want to delete.
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To delete all Dashboards
1. Select the check box against Dashboard Name in the header, all check boxes against
the individual dashboards will be selected.
2. Click on the Delete link to delete all the dashboards.
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Working with Assets

•

Viewing the Assets

•

Viewing Asset Details

•

Operations on the Assets
•

Viewing Events and Alarms

•

Deleting Assets

•

Customizing the Assets Page
•

Customizing the Page Length

•

Customizing the Columns

•

Sorting Assets

•

Searching Assets

•

Browsing the Asset Pages

•

Working with Asset Custom Views

•

Printing Asset Details

Introduction
The Assets view in the client UI displays the details of all assets onboarded in the WebNMS Fleet
Management software. This view provides the complete details of the assets such as organization
which is the top most entity, clients that are the branches of the organization, tracker device used for
tracking the vehicles, the vehicles and the driver information.
Note: The procedure involved in adding assets (Organization, Client, Fleet, Driver, Tracker
Device ) is available in the Adding Fleet Assets section of the document.

The asset association is provided below for clear understanding of the structure in which the asset
components are maintained and displayed in this list view.
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Fleet Assets Hierarchy
Asset

Description

Organization

The Organization is the highest level of asset in the Fleet Management
Software. All other entities such as Client, Fleet (Vehicle), Tracker Device,
Driver are associated to the Organization. As all the assets are
associated to an organization, when an organization is deleted all the
related assets will also be deleted.

Client

An Organization can have one or more client(s) or customer(s)
associated to it. The Organization may allocate Vehicle(s) to the Client.

Fleet (Vehicle)

An Organization can own one or more Vehicles. Each Vehicle is
associated to a Client. There may be occasions when a vehicle is not
associated to any Client. However the Vehicle will be always attached to
the Organization.

Tracker Device

The Tracker Device is a component that connects the vehicle to the Fleet
Management software. These devices provide real-time data of the
vehicle.

Driver

The Organization can have one or more Drivers. Each Driver is
associated to a Vehicle. There may be occasions when a driver is not
associated to any Vehicle. However the Driver will be always associated
to an Organization.

Viewing the Assets
To view the assets, click the Assets tab in the web application. Bdefault, the Organizations view is
displayed on the right-side frame and the Organizations tree node is selected in the left-side frame of
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the web application. This tree has the following elements as its nodes which are the assets in the
Fleet Management software.
o

Organizations

o

Clients

o

Tracker Device

o

Fleet

o

Driver

o

All Components

Asset Main View - Organizations
The Organizations list view is the main view that is displayed on clicking on the Assets tab. The
Organization node is selected in the left tree node.

Clicking on each node in the Asset tree displays its corresponding list views. For example, clicking
Client, Tracker Device, Fleet, and Driver displays the corresponding view in the right-side frame. The
All Components lists the complete assets.
Asset View - All Components

Note: The procedure involved in adding assets (Organization,Client, Fleet, Driver, Tracker
Device ) in available in the Adding Fleet Assets section of the document.

Viewing the Asset Details
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The list view displays the basic properties in a table view format, whereas the asset details page
displays all the additional properties of the asset in tabular and graphical views. This details page
differs for the type of asset i.e. Client, Vehicle etc. Screen shots of the various Asset Details page is
provided below:
To view Asset details
1. Click the desired Asset view in the Asset tree on the left side frame.
2. In the List View, click on the asset name (which is a link) in the Name column.
On performing this, the Details view showing all the information related to that asset is
displayed in a categorized manner. For example, the Details View of an Organization provides
details such as Properties, Alarms View etc.

With Ajax support in the Asset details page, the different components such as graphs and
asset properties are handled as separate requests. The graphs components can be
refreshed separately.
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Asset Details View - Vehicle

Asset Details View - Driver
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Operations on Assets
Viewing Events and Alarms
From the Assets view, events and alarms related to an Organization, Client, Tracker Device, Fleet, and
Driver can be viewed.
1. Select the checkbox against any row in the list view to display the Operation buttons on the
top of the list view as given below :

Note: The top menu will be displayed only when a object is selected in the
list view.
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To view events related to an asset
1. Click the desired Asset view in the Asset tree on the left side frame.
2. Select the checkbox(es) against the device and click View Events.
To view alarms related to a single device
1. Click the desired Asset view in the Asset tree on the left side frame.
2. Select the checkbox(es) against the device and click View Alarms.

Deleting Assets
An asset that no more needs to be managed can be deleted from the client as well as the database.
You can either delete a complete organization or only a few assets (or vehicles etc.) in that
organization.
To delete a single or multiple asset
1. Click any desired view in the Asset tree on the left side frame.
2. Select the check boxes of the assets to be deleted.
3. Click Delete Objects button. A confirmation is asked for. Click Yes to proceed with the
deletion.
On performing this, the assets will be deleted from the client UI as well as from the database.

Customizing the Assets Page
Customizing the Page Length
By default, 25 elements are shown per page in the List View. You can view more elements in the page
by modifying the page length.
In the List View, choose a value from Page Length combo box.

Browsing the Assets
To browse through the Asset pages, use the First, Previous, Next, and Last links provided below the
entries per page drop-down box links. Clicking navigation links display the desired page, such as the
first page, previous page, next page, and the last page of List View.

Customizing the Columns
You can add more columns or remove existing columns in the List View by using the Customize
Columns option. The procedure for using this is the same is given below:
To customize columns
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1. In the Assets View, click Actions > Customize Columns link. The Customize Columns
page is displayed.
2. To add new columns, select the desired property (based on which columns are
. The property is moved
created) from Field to be added field and click Add to view
to Field to be viewed field. Multiple properties can be selected using Ctrl+Click and
Shift+Click options.
3. Similarly, to remove existing columns, select the desired property from Field to be
viewed field and click Remove from view
. The property is moved to Field to be
added field.
and Move Down
options to order
In the Field to be viewed field, use Move Up
the columns as you prefer to view them on the Events List View.
On performing the required customization, click Apply.
On performing this, the Assets List View is refreshed and provides you a view based
on your column customization.

Sorting Assets
By default, the assets are displayed in the order of fetching and in descending order.
This order can be changed using the Sorting option.

To sort assets
1. Click the desired Asset view in the left tree on the left side frame.
2. In the List View, click the column header.
When you click the column header for the first time, the column is sorted in
ascending order. Clicking the same column header again sorts the column in
descending order. and represent ascending and descending order
respectively.
For example, if you need to sort the nodes based on their status
1. Click All Components or any node in the left tree.
2. In the List View, click the Status column header.
This sorts the nodes based on their status and the order of precedence is Critical,
Major, Minor, Warning, Clear, and info (ascending).

Searching Assets
The Search option in the client UI facilitates in searching for one or more assets or
devices. The search operation is performed on the entire database and is not restricted
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to the displayed view alone. You can search for a required asset based on a general
condition or a unique criterion.
The procedure to search for assets is the same as explained in Searching Events
section in Working with Network Events topic.

Working with Asset Custom Views
The devices in an Assets view could be numerous and hence difficulty arises in identifying the
elements of your interest. A search can be performed to locate the assets you are looking for, but if
you are looking for a lot of elements that satisfy a certain set of criteria, then use the View options
such as Add Child View, Edit View Criteria, and Remove View. This helps you in getting the assets of
your interest alone in that view, instead of doing a search every time.
A Child View that you create is a subset of data that satisfy a given criteria from a larger collection. By
creating new views, you will easily filter the desired data that is displayed, and sort through large
amount of asset data.

Adding a New View
By default, the Asset View has default types of views such as Organization, Client,
Tracker Device, Fleet, Driver, and All Components. You can create new views under
these default views.
For example, you can create a new view named MasterVehicles under Fleet which
shows only assets that are in Major status. Within this MasterVehicles view, you can
create more views, say MV1, MV2, etc. MV1 can have a different set of criteria. Deleting
MasterMV deletes its child views (MV1, MV2, etc.) as well.
You can add/create a view by specifying various criteria and providing a name for the
view. The views you create enable you to quickly monitor the devices of your concern.
Multiple views can be created to display a variety of information.
To add a view
1. Click the desired Asset view in Assets tree on the left side frame.
2. Click Actions > Add Child View. The options to create the view are displayed.
3. Enter the view's name in Custom view name field. This is a mandatory field.
4. The first combo box is the Properties field. Select the property based on which
you need to create the view. For information on each of the properties, refer to
Custom View Properties in Appendix book.
If you have selected property related to date or time, the
option comes
handy. Clicking this displays the Date Input Helper. The current month, year,
date, and time is displayed.
Select the desired date and time for which you need the view criteria to be
based on and click Apply On performing this, the Value text field is set with the
configured date and time.
5. The second combo box is the Conditions field. Select the condition based on
which you need to restrict your view.
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6. The third text field is the Value field where you need to enter the exact
information based on which you need to create the view.
7. To specify additional criteria, click Add New and repeat steps 5 to 7. Delete
option against the row can be used to remove any criteria.
8. Use Preview Results for a preview of the desired view.
9. On configuring the criteria, click Add Custom View.
On performing this, a new child node with the configured view name is created
in the tree. Following the same procedure, more custom views can be created.

Modifying a View
A view can be modified to change the criteria that were set or to rename the view.
To modify a view
1. Click the desired view in the Assets tree.
2. Click Actions > Edit View Criteria. A form with the configurations made for
that view is displayed.
3. Make the required changes and click Preview Results for a preview of the
desired view.
4. Click the Apply button to apply the changes.
On performing this, the view is refreshed to provide you the new view based
on modified criteria.

Removing a View
A view can be deleted from the Assets view when you do not require it anymore.
To remove a view
1. Click the desired view on the Assets tree.
2. Click Action > Remove View. A confirmation is asked for. Click OK to remove
the view.

Printing Asset Details
You need to have a printer configured in the machine where you are performing this
operation.
To print assets
1. Click the desired Asset view in the tree on the left side frame.
2. Select Print Version located in the Actions menu on the right side frame. A new page with
the list of assets is displayed.
3. Click Print.
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On performing this, your operating system's printer options UI is displayed.
Printing a assets view helps you to gather information on all the devices or those of your
interest alone. For example, you can customize a view by adding or removing columns using
Customize Columns option, order the list by sorting, or by creating child views. After
customizing, use the print option to get a printed version of the same.
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Working with Events

•

Viewing Events

•

Sorting Events

•

Searching Events

•

Viewing Event Details

•

Printing Events

•

Viewing Related Alarms

•

Working with Event Views

Introduction
Events are entities that represent the various events that occur in the fleet assets especially Vehicles,
Drivers, and Tracker Devices. Events can convey either any general information or the current status
of the parameter of an asset. An operator can know the history of an asset by browsing through the
Events view in the client UI.

Viewing Events
To view the Events view
• Click the Alarms tab in the client UI.
• Click the Events node in the left tree.
On performing this, the Events view is displayed on the right-side frame in a
table format. This table format is called Events List View.

Customizing Events per Page Count
By default, 50 events are shown per page in the Events List View.
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To view more number of events per page
In the Events List View, choose a value from entries per page combo box.

Browsing the Events
To browse through the list of events, use First, Previous, Next, and Last navigation
facility located above the Events list view. Clicking navigation icons display the desired
page, such as the first page, previous page, next page, and the last page of Events list
view.

Customizing the Columns
The event's properties are displayed as columns in the Events List View. You can add
more columns or remove existing columns in the Events List View.
To customize columns
1. In the Events List View, click Actions > Customize Columns link. The Customize
Columns page is displayed.
2. To add new columns, select the desired property (based on which columns are
. The property is
created) from Field to be added field and click Add to view
moved to Field to be viewed field. Multiple properties can be selected using
Ctrl+Click and Shift+Click options.
3. Similarly, to remove existing columns, select the desired property from Field to
be viewed field and click Remove from view
. The property is moved to Field
to be added field.
and Move Down
options to
In the Field to be viewed field, use Move Up
order the columns as you prefer to view them on the Events List View.
4. On performing the required customization, click Apply.
On performing this, the Events List View is refreshed and provides you a view
based on your column customization.
Example
If you need your Events List View to display only the ID, Status, Source, Date, Message,
and Node columns and in the same order.
1. In the Events List View, Click Customize Columns.
2. Click the properties id, Status, Source, Date, Message, and Node in Fields to be
added and click Add to view
. Remove any other properties in Field to be
viewed using Remove from view
option.
3. Using the Move Up
the desired order.

and Move Down

options arrange the properties in

4. Click Apply.
On performing this, the desired Events List View is available with the customized
columns.
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Sorting Events
By default, the events in the Events List View are displayed in the order of precedence
based on the Date/Time and Event ID and in descending order. Events are assigned IDs
and these are based on the date and time they are generated. Hence these two
properties are interrelated. This order can be changed using the Sorting option.
(Similar to sorting alarms action)
To sort events
•

In the Events List View, click any of the column headers.

When you click the column header for the first time, the column is sorted in ascending
order. Clicking the same column header again sorts the column in descending order.
and represents ascending and descending order respectively.
For example, if you need to sort the events based on its status, click the Status column
header. This sorts the events based on its status and the default order of precedence is
Critical, Major, Minor, Warning, Clear, and info. For descending order of the same
column, click the Status column header again.

Searching Events
The search option in the web application facilitates searching for one or more events. The search
operation is performed on the entire database and is not restricted to the displayed view alone. You
can search for a required event based on a general condition or unique criteria.
To search for event(s)

1. In the Events list view, click Actions > Search. The Advanced Search page will be
displayed.
2. Select Match any of the Following option if you want to perform a search operation that
satisfies any of the matching criteria that you specify. If you need all the matching
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criteria to be satisfied for your search operation, select Match all of the Following
option.
3. In the Properties field, select the property based on which you need to perform your
search.
If you have selected property related to date or time, the Date Input Helper
comes handy.

option

Using Date Input Helper
1. Click Date Input Helper option. By default, the current system month, year, date and
time are displayed when the Date Input Helper is displayed.
2. Select the desired month from the Month combo box. By default, current system
month is displayed.
3. Select the desired year from the Year combo box. By default, the current system year
is displayed.
4. Click the desired date in the calendar. The calendar is based on the month you select
and by default the current system date is highlighted.
5. Enter the time in Time field and select AM/PM from the combo box. By default, the
system time is displayed.
6. Click Apply.
On performing this, the Value text field is set with the selected date and time. To modify the date or
time, click the Date Input Helper
option again and follow steps 1 to 5 as explained above.
4. In the Conditions field, select the condition based on which you need to restrict your
search.
5. In the Value text field, enter the exact information you are looking for. For example, if
you have selected severity in the Properties combo box, then you need to specify the
severity value here, say critical, major, etc.
6. To specify additional criteria, click More and repeat steps 3 to 5. Fewer option can be
used to remove the criteria that were last added.
7. To begin the search, click Search.
On performing this, events satisfying the configured criteria set are displayed.
Example : Let us take an example where you need to look for critical events of a
particular node, say 'Node_A'.
1. In the Events List View, click Actions > Search. The Advance Search page is displayed.
2. Select Match all of the Following option.
3. Select node from Properties combo box, equals from Conditions combo box, and enter
node name, for example, Node_A in Value text field.
4. Click More.
5. In the new fields that are displayed, select severity and equals, and enter the value as
critical.
6. Click Search.

Viewing Event Details
To view the event details
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In the Events List View, click the desired event link under Source column.
On performing this, detailed information on the event is displayed in the asset view. For information
on the properties displayed, refer to Event Details in Appendix.

Printing Events
You need to have a printer configured in the machine where you are performing this
Note operation.
To print events
1. Click Actions > Print Version located above the Events List View. A new page with the list
of events is displayed.
2. Click Print.
On performing this, your operating system's printer options UI is displayed.
Printing Events List View helps in gathering information on all events or those of your interest alone.
For example, you can customize the Events List View by adding or removing columns using the
Customize Columns option, order the events by sorting, or by creating new views. After
customization, you can use the print option to get a printed version of the Events List View.

Viewing Related Alarms
Events are converted to alarms based on their significance which are messages that require
administrator's/operator's attention. From the Events view, you can view the alarm that has been
created for an event.
To view related alarm of an event
1. In the Events List View, select the check box of the desired event. To view related
alarms for more than one event, select multiple check boxes.
2. Click View Alarms button.
The Alarms view with all the alarms related to those events are displayed and they
are displayed in a descending order based on the time of its modification.
For more information on Alarms view, refer to Working with Alarms topic.

Working with Event Views
The events in the Events List View could be numerous and hence difficulty arises in identifying events
of your interest. A Search can be performed to locate the events you are looking for. But if you are
looking for a lot of events that satisfy a certain set of criteria, then use the Add Child View, Modify
View Criteria, and Remove View options. This helps you in getting the events of your interest alone in
that view, instead of doing a search every time.
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A Child View that you create is a subset of data that satisfy a given criteria from a larger collection. By
creating new views, you will easily filter the desired data that is displayed, and sort through large
amount of events data.

Adding a New View
You can add/create a new view by specifying various criteria and providing a name for the view. The
views you create enable you to quickly monitor the devices of your concern. Multiple views can also
be created to display a variety of information.
For example, you can create a new view named MasterEvents which shows only events in a of a
particular client. Within this MasterEvents view, you can create more views, say ME1, ME2, etc. ME1
can have a different set of criteria, say only critical events in that particular client. Deleting
MasterEvents deletes its child views (ME1, ME2, etc.) as well.
To add a view
1. In the Events List View, click Actions > Add Child View. The options to create the view
are displayed.
2. Enter the view's name in Custom view name field. This is a mandatory field.
3. Enter the required criteria in the fields available. For information on each of the fields
in this form, refer to Custom View Properties in Appendix book. Wildcard characters
can be used to specify the matching criteria. For information on the wildcard
characters that can be used, refer to Tips and Tricks in Appendix. If none of the fields
is filled in (except for Custom view name), then by default all the fields are set with the
value 'all'.
4. On configuring the criteria, click Submit.
On performing this, a new child node with the configured view name is created under
Alarms > Alerts tree node. Following the same procedure, more custom views can be
created.

Modifying a View
A view can be modified to change the criteria that were set or to rename the view.
To modify a view
1. In the Events List View, click Actions > Edit View Criteria. The custom view form is
displayed with the configurations (made at the time of creation or last modification.
For information on each of the fields in this form, refer to Custom View Properties in
Appendix. Wildcard characters can be used to specify the matching criteria. For
information on the wildcard characters that can used, refer to Tips and Tricks in
Appendix.
2. Make the required changes and click Submit.
On performing this, the view is refreshed to provide you the new view based on modified
criteria.
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Removing a View
A view can be deleted from the Events view when you do not require it anymore.
The parent node Events cannot be deleted from the tree. Only those custom views created
under
this parent node can be deleted.
Note
To remove a view
1. In the Events List View, click the desired view on the Events tree.
2. Click Actions > Remove View. A confirmation is asked for. Click Yes to remove the
view.
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Working with Alarms

•

Viewing Alarms

•

Sorting Alarms

•

Searching Alarms

•

Viewing Alarm Details

•

Alarm Operations
•

Viewing Related Events

•

Clearing Alarm Status

•

Deleting Alarms

•

Printing Alarms

•

Working with Alarm Views

Introduction
Alarms are generated when a failure or fault event is detected in any of the assets. The events
generated are converted to alarms based on its significance and notifications are sent calling for the
operator's/administrator's attention. Crucial information on the vehicle status such as the low fuel
level, low voltage in battery or driver behavior such as off route driving etc., are gathered by the
tracking devices attached to the vehicle and stored in the application.
The fault alarms can be raised at different levels based on the criticality such as Critical, Major, Minor,
Warning, Clear, Info and the same can be viewed in the Alarms panel. These alarms can also be
configured as notifications and sent as SMS and Email alerts to the concerned users to avoid any
major mishap.
Some common scenarios in which alarms are triggered is given below :
Driver Behavior Alarms
•

Over speed - Raised when the driver exceeds the over speed limit.

•

Harsh Brake - Raised when the driver applies a sudden brake.

•

Harsh accelerate - Generated during sudden acceleration by driver.

•

Harsh turn left - Generated during harsh left turn.

Vehicle Alarms
•

Idle State - Raised when the vehicle is idle and yet to move.

•

Parking - Raised when the vehicle enters parking state.

•

Served Mileage - Raise when the designated mileage has been served.
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Geofence Alarms
•

Raised when the vehicle deviates from the designated Point, Region, or Route.

Complete details on the alarms categorization is provided in the FAQ section.

Viewing Alarms
To view the Alarms view
1. Click the Alarms module tab in the client UI. By default the Events view is displayed.
2. Click Alarms on the left-side Alarms tree.
The Alarms view is displayed on the right-side frame in a table format. This table format is called
Alarms List View.

The color coding of the alarms based on severity is provided below :
Severity Color
Represents

Critical

Major

Minor

Warning

Clear

Info

Customizing Alarms per Page Count
By default, 25 alarms are shown per page in the Alarms List View.
To view more number of alarms per page
In the Alarms List View, choose a value from entries per page combo box.

Browsing the Alarms
To browse through the list of alarms, use the First, Previous, Next, and Last navigation
facility placed above the Alarms List View. Clicking navigation icons display the desired
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page, such as the first page, previous page, next page, and the last page of Alarms List
View.

Customizing the Columns
The alarms's properties are displayed as columns in the Alarms List View. You can add
more columns or remove existing columns using the Customize Columns option. The
procedure for using this is the same as explained in To customize columns section in
Working with Events topic.

Sorting Alarms
By default, in the Alarms List View, the alarms are displayed in the order of precedence based
on time and in descending order. This order can be changed using the Sorting option. (similar
to sorting events action)
To sort alarms
•

In the Alarms List View, click the column header.

When you click the column header for the first time, the column is sorted in ascending order.
Clicking the same column header again sorts the column in descending order. and
represent ascending and descending order respectively.
For example, if you need to sort the alarms based on their status, click the Status column
header. This sorts the alarms based on its status and the default order of precedence is
Critical, Major, Minor, Warning, Clear, and info. For descending order of the same column, click
the Status column header again.

Searching Alarms
The Search option in client UI facilitates searching for one or more alarms. The search
operation is performed on the entire database and is not restricted to the displayed page alone.
You can search for a required alarm based on a general condition or a unique criterion.
The procedure to search for alarms is the same as explained in Searching Events section in
Working with Events topic.

Viewing Alarm Details
To view the alarm details
In the Alarms List View, click the desired alarm link under Alarm Details column.
On performing either of this, detailed information on the alarm is displayed in the asset view.
The details give a brief description of the asset which has failed, the owner with whom the
alarm is associated, the date and time of the alarm, and the severity of the alarm. For
information on the properties displayed, refer to Alarm Details in Appendix.
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Alarm Operations
When an alarm is created, it has to be handled and the problem associated with it should be
solved. To handle the alarms, the following options in the Alarm Properties view come handy.
•

Viewing Related Events

•

Clearing Alarm Status

•

Deleting Alarms

Viewing Related Events
There are two ways in which related events can be viewed.
[1] Viewing related events from Alarm Properties view
In the Alarm Properties view, click Actions > Events link.
[2] Viewing related events from Alarm List View
1. In the Alarms List View, select the check box of the desired alarm. To view
related events of more than one alarm, select multiple check boxes.
2. Click View Events.
The Events view with only the events related to that alarm is displayed. If multiple
alarms are selected, all events related to the alarms selected are displayed in a
descending order based on event ID and time.
For more information on Events view, see Working with Network Events topic.

Clearing Alarm Status
An alarm can be cleared when it has been resolved or if it is inconsequential.
To clear status of an alarm
1. In the Alarms List View, select the check box of the desired alarm. To clear the
status of more than one alarm, select multiple check boxes.
2. Click Clear.

Deleting Alarms
You also have an option to delete an alarm when you feel the alarm is not significant or the
alarm has been cleared. By default, the alarms that are in Clear status for more than 24 hours
are deleted and this deletion happens every 60 minutes automatically. But if you want to
manually delete the cleared alarms, use this option.
To delete alarms
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1. In the Alarms List View, select the check box of the desired alarm. To delete
more than one alarm, select multiple check boxes.
2. Click Delete.

Picking Up / Unpicking the Alarm
Pick Up is a mechanism that helps in assigning a particular alarm/fault of an asset to a work
group or user. This ensures that all problems are picked up and work is not duplicated. It is also
possible to Unpick an Alarm which has already been assigned to a user or work group.

To pick up an alarm
1. In the Alarm Properties view, click Pickup link. If you are in the Alarms List
View, then select the check box of the alarm which you need to pick up and
click Pickup. To pick up multiple alarms, select all those alarms' check boxes
and then click Pickup.
2. An Assign Alarm page is displayed. Enter the user name or group name to
whom you need to assign the alarm(s) in Assign To field and click Assign.
Note :This Assign Alarm page is displayed only if you have the
administrative permission to assign alarms to others. If you do not have
the permission, then on clicking Pickup, the alarms are assigned to your
user name.

To unpick an alarm
1. In the Alarm Properties view, click Unpick link. If you are in the Alarms List
View, then select the check box of the alarm which you need to unpick and
click Unpick. To unpick multiple alarms, choose all those alarms' check boxes
and then click Unpick.

Adding Comments (Annotation) to the Alarm
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It is important to track any action you have taken to fix an alarm or any new information you
have gathered about the alarm. Annotate option can be used to add notes to an alarm for
future reference. For example, the software for a problem resolved by you can be entered by
using the Annotate option. This enables other users to solve the same problem with less
effort, by just reading the annotation.
To add comments to alarm
1. Click Annotate link in the Actions column. An Annotate textbox is displayed.
2. Enter your comments in the Message field.
3. Click Annotate.

Viewing Alarm Annotation
To view all the user-defined annotations along with the time of annotation, click Annotation & History
in the Alarm Properties view.
1. In the Alarms List View, click the desired alarm link under Alarm Details column.
2. Click on Annotate & History tab.

Printing Alarms
You need to have a printer configured in the machine where you are performing this
operation.
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To print alarms
1. To see how printed Alarms List View will look, in the Alarms List View, click Print Version.
new page with the list of alarms is displayed.

A

2. Click Print.
On performing this, your operating system's printer options UI is displayed.
Printing Alarms List View helps to gather information on all alarms or those of your interest alone. For
example, you can customize the Alarms List View by adding or removing columns using the
Customize Columns option, order the alarms by sorting, or by creating new views. After
customization, use the print option to get a printed version of the Alarms List View.

Working with Alarm Views
The alarms in the Alarms List View could be numerous and hence difficulty arises in identifying
alarms of your interest. A Search can be performed to locate the alarms you are looking for. But if you
are looking for a lot of alarms that satisfy a certain set of criteria, then use the Add Child View, Edit
View Criteria, and Remove View options. This helps you to get the alarms of your interest alone in that
custom view, instead of doing a search every time.
A Child View that you create is a subset of data that satisfy a given criteria from a larger collection. By
creating new views, you will easily filter the desired data that is displayed and sort through large
amount of alarms data.

Adding a New View
You can add/create a new view by specifying various criteria and providing a name for the
view. The views you create enable you to quickly monitor the assets of your concern. You can
create multiple views that display a variety of information.
For example, you can create a new view named MasterAlarms which shows only alarms in a
particular network. Within this MasterAlarms view, you can create more views, say MA1, MA2,
etc. MA1 can have a different set of criteria, say only critical alarms in that particular network.
Deleting MasterAlarms deletes its child views (MA1, MA2, etc.,) as well.
To add a view
1. In the Alarms List View, click Add Child View. The options to create the view are
displayed.
2. Enter the required criteria in the fields available. For information on each of the fields
in this form, refer to Custom View Properties in Appendix. Wildcard characters can be
used to specify the matching criteria. For information on the wildcard characters that
can used, refer to Tips and Tricks in Appendix. If none of the fields is filled in (except
for Custom View Name), then by default all the fields are set with the value 'all'.
3. On configuring the criteria, click Submit.
On performing this, a new child node with the configured view name is created under
Alarms > Alerts tree node.
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Following the same procedure, more custom views can be added.

Modifying a View
A view can be modified to change the criteria that were set or to rename the view.
To modify a view
1. In the Alarms List View, click the desired view on the Alarms > Alerts tree.
2. Click Edit View Criteria. The custom view form is displayed with the configurations
(made at the time of creation or last modification). For information on each of the
fields in this form, refer to Custom View Properties in Appendix. Wildcard characters
can be used to specify the matching criteria. For information on the wildcard
characters that can used, refer to Tips and Tricks in Appendix.
3. Make the required changes and click Submit.
On performing this, the view is refreshed to provide you with the new view based on
modified criteria.

Removing a View
A view can be deleted from the Alarms List View when you do not require it anymore.
The parent node Alerts cannot be deleted from the Alarms tree. Only those
views
created under this parent node can be deleted.
Note
To remove a view
1. In the Alarms List View, click the desired view on the Alarms > Events tree.
2. Click Remove View. A confirmation is asked for. Click Yes to remove the view.
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Working with Fleet Tracker

•

Fleet Tracker Views

•

Viewing Asset Details

•

Viewing Alarms for an Asset

•

Viewing the Vehicle Statistics

•

Viewing the Path Taken by an Asset

•

Viewing Current Movement of Asset

Introduction
The Fleet Tracker module in the WebNMS Fleet Management software provides a complete view of all
the assets in the client UI at a given point of time. In both large and small fleet organizations, the
primary interest is to track the real-time position and status of the fleet. Continuous monitoring of
values captured by the tracking devices attached to the fleet is of primary importance. The current
location, halting of the vehicle, and any deviation from the designated path etc., can be tracked in the
fleet tracker. Clicking on any of the vehicles will display more information of that particular vehicle
such as vehicle summary and any alarms associated to that vehicle.

Fleet Tracker Views
The default Fleet Tracker view displays an overall view with all the vehicles available in that
organization displayed in the right pane. By default, the Organization node is selected in the left tree
and the All Vehicles option is selected in the top right corner in the right pane and the vehicles are
displayed. There are options in the view to filter based on In Transit and Halted state of the vehicles.
The map can be viewed along with the traffic by clicking on the Traffic Light symbol in the view.
The Cluster option can be used to group nearby vehicles on predefined geographical boundaries and
display the number of vehicles in that group instead of the vehicles. This option is used when there
are lot of vehicles in the same location. The cluster view will change when the zoom level is modified.
Further drilled down view of the Fleet can be viewed by selecting the next level in the left tree i.e. the
Client nodes. Here, the different Clients of the organization can be selected to view the vehicles
available for the selected client.
Also, the movement of a particular vehicle can be viewed by selecting a particular vehicle node in the
left tree. There are options to effectively monitor the current movement as well as the history of the
path taken by the vehicle with the complete movement details with the Play Back and the Live options
respectively.
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Option

Icon

Left Tree Node

Description
Displays the vehicles and
their current location in the
right pane. You can view the
desired view by click on the
appropriate tree node in the
left. The tree in the left is in
the order of Organization,
Client, and Vehicle. Click on
the Vehicle tree node if you
want to view a particular
vehicle's location and
movement.

Organization
Client
Vehicle

Filter Conditions for View
•
•
•

•

All Vehicles
In Transit
Halted

•
•

All Vehicles :
Displays all the
vehicles.
In Transit : Displays
the vehicles that are
in movement.
Halted : Displays the
vehicles that have
been stopped.

Traffic Light

Displays the traffic in the
map.

Cluster

Groups the vehicles that are
very closely placed in the
map, and displays the count
of the grouped vehicles.

Play Back

Displays the history of the
path taken by the vehicle
with the complete movement
details. This option applies to
one vehicle only.

Live

Displays the real-time
movement of the
vehicle. Applies to one
vehicle only.
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Note: The alarms raised by the tracker devices i.e OBD Alarms can be viewed from the
Alarms page.

Fleet Tracker - Organization View

Fleet Tracker - Vehicle View
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The PlayBack option in the Fleet Tracker - Vehicle view can be used to view the history and monitor
the prior movement of the fleet over a period of time. Whereas the Live Track option provides realtime movement of the asset.

Viewing Asset Details
1. Click on the vehicle (eg. vehicle reg. number) in the left tree for which you want to view the
details.
2. Click on the asset in the right frame. The Summary, and Alarms will be displayed in a popup.
3. The summary tab displays the Last Location and Last Updated Time.
4. Click on the Alarms tab to view the alarms associated with the asset. Click on a particular
alarm to view the complete alarm details.
5. Click on the Vehicle Statistics link at the bottom of the popup to display the vehicle's
performance statistics.

Viewing the Vehicle Statistics from Fleet Tracker Page
1. Click on the asset for which you want to view the details. The Summary and Alarms tabs will
be displayed in a popup.
2. Click on the Vehicle Statistics link at the bottom of the popup to view the vehicle's
performance statistics from the Reports page.
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Viewing Alarms for an Asset
1. Click on the asset for which you want to view the details. The Summary, and Alarms will be
displayed in a popup.
2. Click on the Alarms tab to view the alarms associated with the asset.
3. Click on a particular alarm to view the complete alarm details.
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Viewing the Path Taken by an Asset
1. Click on the asset (vehicle reg. number) in the left tree for which you want to view the details.
2. Click on Play Back, and select the playback duration from the drop down box to play the route
taken by an asset. Playback can be selected for 15 Mins, 30 Mins, 1 Hour, or Today.
3. The asset movement for that trip will be displayed in motion.

Viewing Current Movement of Asset
1. Click on the asset (vehicle reg. number) in the left tree for which you want to view the details.
2. Click on the Live Track option on the top right corner of the screen. The current asset
movement can be viewed.
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Working with Geofence

•

Viewing Existing Geofences

•

Creating a Route Geofence

•

Creating a Region Geofence

•

Creating a Point Geofence

Introduction
The Geofence option helps in defining the virtual boundary for the asset movement. Alerts are
triggered when the asset movement is sensed outside the defined geofence, and a clear alert
triggered once the asset gets back within the fence. The geofence can be defined based on the below
3 parameters.
•

Point - Point Geofence is used when you want to define a fence within 2 kms ( 2000
meters) buffer radius.

•

Region - Region Geofence is used when you want to define a fence over a wide area
of any measurement.

•

Route - Route Geofence is used when you want to define a geofence for a frequently
taken route. For instance Point A to Point B in an area.

Note: The Alarms raised when the asset deviates for the designated geofence
can be viewed in the Alarms page.

Viewing Existing Geofences
1. Click on the Geofence tab to view the list of available geofences in the left tree.
2. Click on a geofence to view the defined boundaries.

Copyright @2019

49

WebNMS IoT Fleet Management Software – User & Admin Guide

Creating a Route Geofence
1. Click on the Geofence tab.
2. Click on the Create drop down menu in the top right corner of the right pane, and select Route.
Enter Source and Destination. All the possible routes will be displayed.
3. Check the best route using the See Route option and click on Create to display the Route
Geofence form. Provide the necessary values in the respective text boxes.
4. Enter the name for the geofence in the Name text box.
5. Enter the buffer radius in the Buffer Radius text box. A layer is formed around the route to
form a boundary.
6. Enter the alarm category in the Category text box.
7. Select the severity that needs to be set when the asset crosses the geofence.
8. Enter the alarm message and the clear message in the Message and Clear Message text box
respectively.
9. Select the assets for which this geofence has to be set. Multiple assets can be selected here.
10. Click on the Save button to save the geofence.
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Creating a Region Geofence
1. Click on the Geofence tab.
2. Click on the Create drop down menu, and select Region.
3. Provide the Region in the region text box. The selected region are will be blocked and
displayed in the right frame.
4. Verify the marked region, and click on the Create button to display the Region Geofence
Creation form. Provide the necessary values in the respective text boxes.
5. Enter the name for the geofence in the Name text box.
6. Enter the alarm category in the Category text box.
7. Select the severity that needs to be set when the asset crosses the geofence.
8. Enter the alarm message and the clear message in the Message and Clear Message text box
respectively.
9. Select the assets for which this geofence has to be set. Multiple assets can be selected here.
10. Click on the Save button to save the geofence.
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Creating a Point Geofence
1. Click on the Geofence tab.
2. Click on the Create drop down menu, and select Point.
3. Provide the Location in the location text box. The selected location and the surrounding area
will be blocked and displayed in the right frame.
4. Click on a location nearby to mark a different point.
5. Click on Create to create the geofence.
6. Provide the necessary values in the respective text boxes.

.
7. Enter the name for the geofence in the Name text box.
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8. Enter the buffer radius in the Buffer Radius text box. A layer is formed around the point with
the specified radius.
9. Enter the alarm category in the Category text box.
10. Select the severity that needs to be set when the asset crosses the geofence.
11. Enter the alarm message and the clear message in the Message and Clear Message text box
respectively.
12. Select the assets for which this geofence has to be set. Multiple assets can be selected.
13. Click on the Save button to save the geofence.
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Working with Route Planner

•

Viewing a Route Plan

•

Creating a Route Plan

•

Duplicating a Route Plan

•

Updating a Route Plan

Introduction
The Route Planner option in the Fleet Management Software can be used to start or create a trip now
or for future (i.e scheduled trip). This also allows for defining a desired route, or getting an optimized
route suggested by the system. The optimized route is derived based on the specified source /
destination and the way points.
The route planner will provide the following benefits:
•

Monitors the vehicle activity to ensure the vehicle covers the assigned trip at he scheduled
time

•

Suggests the best routes among the multiple available routes

•

Provides the distance

•

Provide an ETA

Viewing a Route Plan
•

Click on the Route Planner tab to view the list of available routes plans for the vehicles in the
left tree.

•

Select the route plan name under the vehicle tree node. The Info and Plan History tabs will be
displayed in the right.

•

The Info tab displays the distance, duration, cost, address, and vehicles associated with the
route plan.
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•

The Plan History displays the status of the planned trips of the designated routes for the
selected route plan.

Creating a Route Plan
1. Inside Route Planner UI, click on the + (plus) symbol on the top left pane. The Route Plan
addition form will be displayed in the right.
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2. Enter the Starting point and Destination.
3. Click Add a destination button with a + symbol to add more way points. The Destination and
the Waypoints can be rearranged by drag and drop of the location symbol.
4. Click Next at the button.
5. Enter Plan Name, in the text box.
6. Choose Repeat. This can be Once, Daily, Weekly, Monthly. Once - The trip will be scheduled
only once. Daily, Weekly, or Monthly - The trip will be repeated and scheduled every day, week
or month respectively.
Enter the Plan Name, Repeat (Plan Type), Organization and Plan Schedule date.

7. Select Organization.
8. Select Route Start Date from the calendar.
9. Select Vehicle Type from the drop down list.
10. Select the available vehicles from the drop down list. These vehicles have been added using
the Add Vehicle form.
11. Click Submit to add the Route plan.
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Note : The Replan option at the bottom can be used to update the route plan.

Duplicating a Route Plan
The route plan already created can be duplicated (cloned) and used when the start point and the
destination and the way points are the same. The cloned plan can be modified if required. The clone
option is used when the plan is mostly the same with minimum changes. New plan name and plan
details can be provided in the clone option.
1. Inside Route Planner UI, click on the Plan name which you want to Duplicate (Clone) for
the vehicle. The Route Plan will be displayed in the right.
2. Click the Clone button at the bottom in the right pane. The Starting Point, Destination,
and Waypoints for the selected plan is displayed in the Schedule New Plan pane.
3. Modify the details in the cloned plan if required.
4. Click Next at the bottom.
5. Enter a new Plan Name for the cloned plan.
6. Choose the Repeat option from the drop down list. The options are Once, Daily,
Weekly, or Monthly. Once - The trip will be scheduled only once. Daily, Weekly,
or Monthly - The trip will be repeated and scheduled every day, week or month
respectively.
7. Select Organization from the drop down list.
8. Select Route Start Date from the calendar.
9. Select Vehicle Type from the drop down list.
10. Select the available vehicles from the drop down list. These vehicles have been added
using the Add Vehicle form.
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11. Click Submit to create the duplicate plan.

Updating a Route Plan
An existing route plan can be updated using the Replan option. Only the Plan Name, Repeat, and
Route Start Date can be modified.
1. Inside Route Planner UI, click on the Plan name which you want to Replan for the
vehicle. The Route Plan will be displayed in the right.
2. Click the Replan button at the bottom in the right pane. The Plan details are displayed.
The Start Point and Destination displayed here cannot be modified.
3. Click Next at the bottom. The second page of the Update Plan is displayed. The Plan
Name, Repeat, and Route Start Date can be modified.
4. Click Submit to update the route plan.

Copyright @2019

58

WebNMS IoT Fleet Management Software – User & Admin Guide

Appendix

•

A: Fault Details

•

B: Custom View Properties

Copyright @2019

59

WebNMS IoT Fleet Management Software – User & Admin Guide
Appendix A: Fault Details
This section provides information on Event and Alarm Properties. For information on how to view the
details, refer to Events and Alarms section.
•

Severity Representation

•

Event Details

•

Alarm Details

Severity Representation
Severity Color
Represents

Critical

Major

Minor

Warning

Clear

Info
Top

Event Details
Property
Index
Severity
Message
Category

Description
Specifies a unique ID created for each of the events that are generated.
Specifies the severity of the event, such as Critical, Major, Minor, Clear, Warning, Info.
Specifies the message associated with the event.
Specifies the category to which the event belongs. Example: Energy.
Specifies the specific entity (in the source) that has failed and is primarily
Failure Object
responsible for the event.
Source
Specifies the exact source (vehicle, client) of the event.
Date/Time
Specifies the date and time when the event was generated.
Group Name Specifies the group name to which the event belongs.
Top

Alarm Details
Property
Message
Failure
object
Source
Owner
Category
Created

Description
Specifies the message associated with the alarm.
Specifies the specific entity (in the source) that has failed and is primarily responsible
for the alarm.
Specifies the source of the alarm.
Specifies the owner associated with the alarm.
Specifies the category to which the alarm belongs.
Specifies the date and time when the alarm was created.
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Modified
Group
Severity
Previous
severity
Other alarms
in this group
Duration

Specifies the date and time when the alarm was last modified.
Specifies the group name to which the alarm belongs.
Specifies the current severity of the alarm, such as Critical, Major, Minor, Warning.
Specifies the previous severity of the alarm.
Specifies other alarms belonging to the same group.
Double-click alarms in this field to view its details.
Specifies the difference in time period between the Current alarm time and the
Previous alarm time.
Top
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Appendix B: Custom View Properties
The procedure to create custom views is the same for IoT Assets, Events, and Alarms. For more
information, refer to Working with Custom Views. The fields and properties (criteria) differ for these
modules. This section explains the properties and fields for each of the modules.
•

Events

•

Alarms

•

Assets

•

Tips and Tricks

Note:
•

If all the above parameters (except filter view name) are left blank, then the default value all is
assigned.

•

By default, the Date/Time property shows the current date and time. This requires data in the
order of month, date, year, hour, minute, second and AM / PM which can be chosen by using
the up and down arrows.

Tip: Wildcard characters can be used to specify filtering criteria. For more information, refer to Tips
and Tricks.

Show objects with these Properties field description for Events
Properties
Field
Filter View
Name

ParentName

Severity

Description
Specify name for the custom view you are creating or modifying. If no value is
specified in this field, the custom views are created with default values.
Choose the parent tree node under which your custom view has to be placed in the
tree from the drop-down box.
The criteria set for the parent custom view will be automatically used for child
custom view. Hence, it is enough to specify only additional criteria for the child
custom view.
Choose the severity of the event based on which you need to filter events in your
custom view from the editable drop-down box.
For multiple severities, type the severity as comma separated values. For example,

Major,Info.
Message
Category
Failed Object
Source
From

Specify all or part of a message associated with the events you want to view.
Specify the category of the events you want to view. For example, Energy.
Specify the name of the failed entity (that is primarily responsible for the event)
based on which the events are to be filtered.
Specify the source of the event based on which the events are to be filtered.
The events occurred after the time specified in this field [Month, Date, Year, Hour,
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Date/Time

Min, Sec, AM/PM] are displayed in the custom view.
The events occurred up to the time specified in this field [Month, Date, Year, Hour,
To Date/Time
Min, Sec, AM/PM] are displayed in the custom view.
Specify age of the event based on which the events are to be filtered. Age of an event
denotes the time lapsed since the last modification of the event in the Web NMS
system.
By default, the value specified is Any, whereby events of all age is displayed.
Event Age

Other options are: minutes, hours, days, today, and, yesterday.
Example: Age in hrs > 1 displays all the events that are less than an hour old. After
this custom view is created, the events are dynamically added to the view as they
satisfy the criteria of being less than an hour old. In this case, the old events remain
in the view. If you require to delete the old events and need to view only those
currently satisfying the criteria, set the minutes in which the custom view should be
refreshed in Refresh period in minutes (by default, it is set as 1 minute). On setting
this, the server sends data automatically at the time interval specified.

Show objects with these Properties field description for Alarms
Properties
Field

Description
Specify name for the custom view you are creating or modifying. If no value is
Filter View Name specified in this field, default values, such as Alarms0, Alarms1, Alarms2 are
created.
Choose the parent tree node under which your custom view has to be placed in
the tree from the drop-down box.
ParentName

Severity

Previous severity

The criteria set for the parent custom view will be automatically used for child
custom view. Hence, it is enough to specify only additional criteria for the child
custom view.
Choose the severity of the alarm based on which you need to filter alarms in your
custom view from the editable drop-down box.
Tip: For multiple severities, type the severity as comma separated values. For
example, Major,Minor.
In the drop-down list, choose the previous severity of the alarms you want to view
from the editable drop-down box. For example, if you want to view alarms that
were previously minor and then became critical, select Minor is this field.
Tip: For multiple severities, type the severity as comma separated values. For
example, Major,Minor.
Specify the name of the owner with whom the alarm is associated.

Owner

Category

Tip: To create a custom view for alarms that are un-owned by any user, set the
value as null. For multiple owners, specify owner names as comma separated
values.
Specify the category of the alarms you want to view. For example, Energy.
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Specify the group based on which the alarms are to be filtered.

Group
Message
Failure Object
Source
From Date/Time
(modified)
To Date/Time
(modified)
From Date/Time
(created)
To Date/Time
(created)

Specify all or part of a message associated with the alarms you want to view in
the created custom view.
Specify the name of the failed entity (that is primarily responsible for the alarm)
based on which the alarms are to be filtered.
Specify the source of the alarm based on which the alarms are to be filtered.
The alarms modified after the time specified in this field [Month, Date, Year, Hour,
Min, Sec, AM/PM] are displayed in the custom view.
The alarms modified up to the time specified in this field [Month, Date, Year, Hour,
Min, Sec, AM/PM] are displayed in the custom view.
The alarms generated after the time specified in this field [Month, Date, Year,
Hour, Min, Sec, AM/PM] are displayed in the custom view.
The alarms generated up to the time specified in this field [Month, Date, Year,
Hour, Min, Sec, AM/PM] are displayed in the custom view.
Choose the mode in which you need to group the alarms in a custom view from
the drop-down box.

GroupViewMode max - the alarms of maximum severity are grouped and displayed at the
beginning of the list.
latest - the newest alarms are grouped and displayed at the beginning of the list.
none - the alarms are not grouped.
Specify age of the alarm based on which the alarms are to be filtered. Age of an
alarm denotes the time lapsed since the last modification of the alarm in the Web
NMS system.
By default, the value specified is Any, whereby alarms of all age is displayed.
Alarm Age
(modified time)

Other options are: minutes, hours, days, today, and, yesterday.
Example: Age in hrs > 1 displays all the alarms that are less than an hour old.
After this custom view is created, the alarms are dynamically added to the view
as they satisfy the criteria of being less than an hour old. In this case, the old
alarms remain in the view. If you require to delete the old alarms and need to view
only those currently satisfying the criteria, set the minutes in which the custom
view should be refreshed in Refresh period in minutes (by default, it is set as 1
minute). On setting this, the server sends data automatically at the time interval
specified.

Show objects with these Properties field description for Assets
Properties
Field
Filter View Name

ParentName

Description
Specify name for the custom view you are creating or modifying. If no value is
specified in this field, default values, such as Asset Database1, Asset Database2
are created.
Choose the parent tree node under which your custom view has to be placed in
the tree from the drop-down box.
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The criteria set for the parent custom view will automatically be used for child
custom view. Hence, it is enough to specify only additional criteria for the child
custom view.
Specify the name of the device. This is stored as a unique key in the database.

name

Choose the status of the asset based on which you need to filter clients in your
custom view from the editable drop-down box.
status

Example: If the status is specified as Major, then only devices with Major status
is displayed in the custom view.
Specify the type such as vehicle, driver etc. based on which client element are to
be filtered.

type

Example: Client, Driver, Organization

classname

managed

Specify the class name of the asset.
Example: Client, Driver etc.
Specify the asset state.
True - Includes all managed devices.
False - Excludes all managed devices.
All - Include all devices.
Example: If you choose true, only devices that are in managed state are
displayed in the custom view.

Tips and Tricks
•

Most of the properties listed while adding a custom view are string based. Additionally,
properties to be specified as Boolean are given in drop-down box with values all, true, and
false. Show object with these Properties dialog box dialog box all, true, or false. Choosing all
will amount to the property not being taken into consideration. Selecting true or false will have
the expected behavior.

•

Status, Severity, etc. are also treated as strings. Hence, for a filter of Alarms, with severity
critical, simply specify 'crit*'.

•

It is advisable to leave the fields blank that are not necessary but a part of the filtering criteria.

•

Depending on the total number of objects/elements, the complexity of the filter criteria, and
the mode of storage, the time taken for filtering varies.

•

Wildcard characters can be used for effective filtering. The following table provides the
wildcard characters that can be used.

Wildcard Character
* (Asterisk)

Description
This is used to match zero or more characters.
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Examples:
•

To view all objects whose names start with 'test', specify the criterion
as 'test*'.

•

To view all objects that end with 'com', specify as '*com'.

This is used for filtering the search using NOT operator.
Examples:
! (Exclamation Mark)

•

To view all objects whose names do not start with 'test, specify the
criterion as '!test*'.

•

To view all alarms except alarms with Critical and Major severity,
specify as !war*, !cle* (or) !warning, !clear

This is used for specifying multiple criteria for the same property.
, (comma)

&&

\ (Back Slash)

Example: If you want to view objects named driver1, driver2, and driver3 then
specify as driver1,driver2,driver3.
This is used for searching objects where a single value should be matched
with many patterns.
Example: If all the objects with names starting with 'abc' and ending with 'xyz'
are required, then specify as 'abc*&&*xyz*'.
This is used when the name of the object itself contains a comma. This
character is called an escape sequence, since it avoids searching of the
objects, as if it were two different names.
Example: If an object with name 'a,b' has to be searched, then specify 'a\,b'.
This is used to get objects with some numeric values within a specific range.

<between>"value1"
and "value2"

? (Question Mark)

Example: If object names with poll interval value ranging from 300 to 305 is
required, then specify as '<between> 300 and 305'.
Note that the first number is smaller than the second number. Only the
values in between the given values, including the limits, will be matched.
This is not supported and is treated as an ordinary character.
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Add/Modify Fleet Assets

•

Add Organization

•

Add Client

•

Add Tracker Device

•

Driver Configuration

•

Vehicle Configuration

•

Trips Association

Introduction
All fleet related asset information such as Organization, Client, Vehicle, Driver, Tracker Device etc.,
details are persisted and maintained in the database of the Fleet Management software. The addition
of these asset information can be done easily through the forms available in the Admin tab of the
software. The hierarchy in which the assets are maintained in the database is provided below for
proper understanding of the connection between the assets.

Fleet Assets Hierarchy

Add Organization
The Organization forms the top most entity in the Fleet Management software. All other assets are
connected to the organization. A new organization can be configured from the Add Organization menu
in the Configurations section of the Admin tab.
1. Click on the Admin tab and click on the Add Organization button. The Add
Company/Organization page is displayed.
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2. Provide the required Organization Details such as the Name, Email ID, and Office Address to
complete the form.
3. Click on Submit to add the organization to the database.

Property

Description

Organization Name

The name of the organization.

Email ID

The official Email ID of the organization.

Address

The official address of the organization.

4. The organizations configured here are displayed as tree nodes in the Organization section of
Assets view.

Delete Organization
The Organization can be deleted from the Asset view.
1. Click on the Asset tab and select Organization from the left tree. The available organizations
are displayed in the view.
2. Select the Organization to be deleted.
Warning: Deleting the organization will permanently erase all related
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data including the drivers, vehicles, tracking devices etc.
3. Click on the Delete Objects button displayed on the top of the column view.

Add Client
An organization can have many operational clients. The client can be created from the Client
Configuration screen and vehicles associated to a client. The trip reports can be filtered based on
these clients for detailed analysis.
Viewing Vehicle Details
1. Click on the Admin tab and select Add Client in the Fleet section. The Add Client screen will be
displayed.

Property

Description

Organization Name

The name of the organization to which the client is associated.

Client Name

The name of the client.

Office Address

The official address of the client.

Email Address

The official Email address of the client.

3. Select Organization under which the client is to be created and provide the client details.
4. Click on Add to submit the details to the database.

Add Tracker Device
The Tracker Device is a component that connects the vehicle to the Fleet Management software.
These devices provide essential real-time data of the vehicle based on which the complete vehicle
tracking is performed. The device provides the vehicle related information such as the vehicle
location, vehicle alarms, vehicle speed, vehicle engine and battery data etc.

Adding Tracker Device Details
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1.

Click on the Admin tab and select Add Tracker Device in the Fleet section. The Vehicle screen
is displayed.

2.

Provide the organization, driver, and vehicle details.

3.

Click on Add to submit the details to the database.

Property

Description

Device Identification Number

The unique device ID through which the tracker device
communicates with the WebNMS IoT engine.
The name of the tracker device vendor. Supported
Vendors are listed in the drop down. (GoSafe, Autocop,
Sinocastel, RealTech)
Note: The vendor devices and their corresponding ports
are as follows:

Vendor

Sinocastel - 8001
Gosafe
- 8002
Autocop - 8003
Realtech - 8004

SIM Number

The number associated with the SIM of the tracker
device.

Organization Name

The name of the organization to which the vehicle is
associated.

Driver Configuration
Adding Driver Details
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1. Click on the Admin tab, and select Add Driver in the Fleet section.

Property

Description

Name

The full name of the driver.

Contact Number

The contact number of the driver.

Address

The residential address of the driver.

City

The city of the driver's residence.

State

The state of the driver's residence.

Pincode

The pincode of the driver's residence.

Organization

The organization to which the driver is associated.

Email ID

The Email address of the driver.

2. Enter the Driver license details and contact details.
3. Click on Submit to add the entry.

Updating Driver Details
1. Click on the Asset tab and select Driver from the left tree. The available drivers are displayed
in the view.
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2. Click on Submit to update the entries.

·
3.

Click on Update Object button from the top. The driver modification screen is displayed.

4. Modify the required values.
5. Click on Update to update the entries.

Viewing Driver Details
1. Click on the Asset tab and select Driver in the left tree. The driver details are displayed in the
right pane.

Vehicle Configuration
Viewing Vehicle Details
1. Click on the Asset tab, and select Fleet in the left tree. The vehicle details are displayed in the
right pane.
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Updating Vehicle Details
1. Select the vehicle whose details need to be modified, and click on the Update Object button
on top.
2. Modify the desired values.
3. Click on Update to update the entries.

Adding Vehicle Details
1. Click on the Admin tab, and select Add Device in the Fleet section. The Device Configurator
page will be displayed.

Property

Description

Organization Name

The name of the organization to which the vehicle is
associated.

Vehicle Registration Number

The unique registration number of the vehicle
through which the vehicle is identified.

Device Identification Number

The identification number of the tracker device that
is to be associated to the vehicle.
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The trip mode defines the mode of the trip. (i.e
Tracker Mode, OBD Mode, Trigger Track Mode)
Tracker Mode : The trip construction will be based
on the ignition ON and OFF of the vehicle.
OBD Mode : The trip construction will be based on
the ignition ON and OFF of the vehicle. When this
work mode is selected, the OBD data can also be
collected if the device sends OBD data.

Trip Mode

Warning : The Trip Mode cannot be modified for an
vehicle after saving. The vehicle needs to be deleted
and added again.
Driver

The driver associated to the vehicle. This is not
mandatory during vehicle creation.

Assign Client

The client associated to the vehicle. This is not
mandatory during vehicle creation.

Manufacturer

The manufacturer of the vehicle.

Vehicle Type

The Type of the vehicle. (i.e Prime, Sedan, Mini, Bus,
Truck, MarineVessel etc.)

Fuel Type

The fuel supported by the vehicle (i.e Petrol, Diesel,
LPG)

Vehicle Model

The model of the vehicle.

Last Service Done (Kilometers)

The last odometer reading in kilometers when the
last service was done. eg. 5200 km (odometer
reading)

Next Service Due (Kilometers)

The kilometers after the last service at which the
next service is to be done. eg. 500 kms

Last Service Date

The date on which the last service was done.

Next Service Date

The next scheduled service date.

Fuel Capacity

The capacity of the fuel tank in liters.

Vehicle Capacity

The seating capacity of the vehicle.

2. Enter the Vehicle Registration and necessary details.
3. Click on Submit to add the entry.

Trips Association
This option can be used to merge trips that have been interrupted / halted in between and later
resumed. This is a single trip and therefore needs to be merged with the original trip.
1.

Click on the Asset tab, and select Trips Association in the Fleet section. The organization
and the available vehicle are displayed in a drop down list.

2. Select the organization and vehicle for which you want to view the trip list, and click on the
View button. The trips taken by the selected vehicles are listed.
3. Merge the trips that need to be associated.
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4. Click on Submit to save the association in the database.
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Filter Configurations

•

Notification Profiles

•

Event Filters

•

Alert Filters

•

Add SMS Profile

•

Add SMS Gateway

Notification Profiles
Whenever an event or alarm is received from any asset, the desired notification can be triggered by
configuring in the notification profiles section in the Admin page. The created profile can be
associated when creating event or alert filters. On doing this, whenever a particular filter condition is
satisfied, the associated notification is triggered.
For example, when a critical alarm is raised due to a sudden braking by the driver it will pass through
the filter. As the condition defined in the filter is satisfied, an SMS or Email alert message can be
triggered based on the notification profile associated.
This section of this document provides more detailed steps to work with notification profiles.
To view Notification Profiles
1. In the web application, click the Admin module tab.
2. Click Complete View > Filters > Notification Profiles node on the left-side tree of the
displayed page.
Alternatively, click Notification Profiles link in the Configurations section on the right-side of
the client screen.
The Notification Profiles page will be displayed.
3. Choose the View Actions set of notifications from the drop-down box.
4. The existing notifications are listed in a tabular format as Notification List.
5. Click Modify icon if you want to modify the existing notification. Click Delete icon
delete the notification.

to

To perform Notification Profiles Configuration
1. In the web application, click the Admin module tab.
2. Click Complete View > Filters > Notification Profiles node on the left-side tree of the displayed
page.
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Alternatively, click Notification Profiles link in the Configurations section on the right-side of
the client screen.
The Notification Profiles page will be displayed.
3. To add more notification profiles, select the profiles from the Actions menu.

Adding a Suppress Action
This notification profile type will suppress (or ignore) any alarm. This notification must be
associated to a event or alert filter discussed in the next section
To add Suppress Action for a particular Notification
1. In the Notification Profiles page, click Actions > Suppress link. The Configure Suppress
Action page will be displayed.
2. Specify Notification Name for which this Suppress Action should be applied.
3. Select Yes/No radio button to select Suppress All notifications.
4. Specify Suppress Interval (in secs.) at which the notification will be suppressed.
5. Click Submit.

Adding a Send E-Mail Action
This notification profile type will enable sending an EMail to the concerned user or technician when an
alarm is raised. This notification must be associated to a event or alert filter discussed in the next
section.
To add Send E-Mail Action for a particular Notification
1. In the Notification Profiles page, click Actions > Send EMail link. The Configure Send
EMail Action page will displayed.
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2. Specify Notification Name for which the E-Mail needs to be sent.
3. Specify the SMTP Server which needs to be used for sending the notification E-Mail.
The 'default' SMTP Account is used. To configure other SMTP server details, click on
the Manage SMTP button.
4. Specify the subject for the E-Mail in the Subject text box. You can concatenate the
Notification properties as required by selecting the same from the combo box.
5. Specify the message to be mailed in the Message text box. You can concatenate the
Notification properties as required by selecting the same from the combo box.
6. Specify Attachment (absolute path of the attachment) to E-Mail as required.
7. Click on the Show Advanced Details link if you want to provide the implementation
class that handles the execution of the particular notifier in separate threads for both
alert and event processing.
Note: Providing the implementation class at run time will not take effect. You will
need to restart the server for the changes to take effect.
8. Click Submit.

Managing SMTP Server Details

1. In the Notification Profiles page, click Actions > Send EMail link. The Configure Send
EMail Action page will be displayed.
Or
Click the Mail Server Settings link in the Administrative Operations section of the
Admin Tab.
2. Click the Manage SMTP button to configure more SMTP mail servers.
3. Click on Add Mail Account to add new mail accounts.
4. Specify the Account Name of the Mail account in the SMTP server to be used to send
the E-Mail.
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5. Specify the Server Name/ IP Address of the mail server.
6. Select Never or SSL from the Use Secure Connection radio buttons.
7. Select the Use Secure Authentication check box if you want to authenticate the Mail
account.
8. Specify the User Name and Password of the Mail account in the SMTP server.
9. Specify To Mail ID to which the E-Mail needs to be sent.
10. Specify From Mail ID from which the E-Mail is being sent.
11. Click on Update to save the details, or click on Test Mail to send out a mail with the
specified settings.
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The user information got from this screen is used for sending
notification mails from the application, and will not be used for
any other purpose. Please refer to the privacy policy document
available for details.
The Modify Mail Account page will have the user information
masked with restricted access. The administrator with
modification access will be able to view and edit the fields.

Note

Adding a Send SMS Action
This notification profile type will enable sending an SMS to the concerned user or technician when an
alarm is raised. This notification must be associated to a event or alert filter discussed in the next
section.
To add SMS Action for a particular Notification.
1. In the Notification Profiles page, click Actions > Send SMS link. The Configure Send SMS page
will be displayed.
2. Specify the Notification Name.
3. Specify the SMS Gateway Name. (Refer : Add SMS Gateway section.)
4. Select the SMS Profile from the drop down list. New profile can be created by clicking on the
Plus icon button on the right. (Refer :Add SMS Profiles section)
5. Specify the message to be messaged in the Message text box.
6. Select the variable that you want to append in the message text from the drop down list.
7. Click the Submit button.

Configuring Custom Filter
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This notification profile type will help to perform a custom action when an alarm is raised. This action
is handled in a userclass. This notification must be associated to a event or alert filter discussed in
the next section.
To configure a Custom Filter for a Notification
1. In the Notification Profiles page, click Add Actions : Custom Filter link. The Configure Custom
Filter page will displayed.
2. Specify Notification Name for which the Custom Filter should be applied.
3. Specify User Class (Fully Qualified Class Name of the Custom Filter Class) which will be
applied.
4. Click Submit.

Event Filter Configuration
When events are generated from fleet assets, you can configure WebNMS to send some notifications.
You can use Event Filters to configure the WebNMS Fleet software to automatically initiate actions for
select Events. You can use the properties of the event object in some of the fields, such as the
Suppress Event notification, Send E-mail notification, and Send SMS notification. The configuration
can be performed from the client UI as explained in this section.
To access Event Filter Configuration page
1. In the Web Client, click the Admin module tab.
2. Click Admin View > Filters > Event Filters node on the left-side tree of the displayed page.
3. Alternatively, click Event Filters link in the Configurations section on the right-side of the client
screen.
4. The Event Filters page will be displayed.
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Adding an Event Filter
To add an Event Filter
1. In the Event Filters page, click Add Filters. The Configure Event Filters page will be
displayed.
2. Specify appropriate values in the available fields.

3. The Available Notifications for the filter will be displayed below. Click on the
notification name to expand the notification and view the available actions. The
actions can be configured here by clicking on the + symbol. Click on Add Actions to
add the action to the notification.
The available notifications that can be configured through the Event Filters is given
below :
Notification
Profile
Name

Widget View Examples

Description

Suppress
Action

For suppressing events
without triggering any
further actions.

Send Email
Action

For sending an email on
receiving a certain event
condition from an asset.
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For sending an SMS on
receiving a certain event
condition for an asset.

Send SMS
Action

Custom
Filter

For performance custom
operation in the software
on receiving a certain
event condition for an
asset.

Fleet
Association
Filter

For performing actions
such as sending SMS or
Email if a category of
the raised
event is Fleet_Association.
Available for vehicle
association and driver
association events.

RoutePlan
Filter

For performing actions
such as sending SMS or
Email if a category of
the raised
event is RoutePlan.
Available for all Routeplan
associated events.

4. To add Custom Properties, specify the property name and value. Click on Add New to
add more custom property criteria.
5. Click Submit.
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Deleting Event Filters
To delete Event Filters
1. The Event Filters page displays all the configured event filters.
2. Click Delete icon of the Event Filter row.
Top

Alert Filter Configuration
When alerts are generated from assets, you can configure WebNMS to send some notifications. You
can use Alert Filters to configure WebNMS to automatically initiate actions for select Alerts. You can
use the properties of the alert object or of the associated event (if the event has been generated by an
event) in some of the fields, such as, Suppress Event notification, Send E-mail notification, and Send
SMS notification. The configuration can be performed from the client UI as explained in this section.
To access Alert Filter Configuration page
1. In the client UI, click the Admin module tab.
2. Click Complete View > Configurations > Alert Filters node on the left-side tree of the
displayed page.
3. Alternatively, click Alert Filters link in the Configurations section on the right-side of
the client screen.
4. The Alert Filters page will be displayed.

Adding an Alert Filter
To add an Alert Filter
1. In the Alert Filters page, click Add Filters. The Configure Alert Filters page will be
displayed.
2. Specify appropriate values in the available fields.
3. The Available Notifications for the filter will be displayed below. Click on the
notification name to expand the notification and view the available actions. The
actions can be configured here by clicking on the + symbol. Click on Add Actions to
add the action to the notification.
4. To add Custom Properties, specify the property name and value. Click on Add New to
add more custom property criteria.
5. Click Submit.

Loading Alert Filters
To load Filters from File
1. In the Alert Filters page, click Load Filters. The Load Alert Filters page will be
displayed.
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2. To load Event Filters from file, specify the file name (with the relative path of the
folder in WebNMS) in Filename field. Click Load.

Saving the Alert Filter Information to a File
To save the Filters to a File
1. In the Alert Filters page, in the Save to File section, specify the name of the file in
which the filters are to be saved in the File Name text field. By default, the Alert filters
are saved in the alert.filters file located in <WebNMS Home>/conf directory. Example:
newevent.filters
2. Click Save to save the filters.

Deleting Alert Filters
To delete Alert Filters
1. The Alert Filters page displays all the configured alert filters.
2. Click Delete icon of the Alert Filter row.

Add SMS Profiles
Adding an SMS Profile
1. In the Web Client, click the Admin module tab.
2. Click Complete View > Filters > Add SMS Profile node on the left-side tree of the displayed
page.
Alternatively, click Add SMS Profile link in the Filters section on the right-side of the client
screen.
The Notification Profiles page will be displayed.

Note: Vendors Supported - BulkSMS, Clickatell, KapSystem, SMSCountry, SMSOne.
3.

Click on the Add SMS Profile Link. The SMS Profile Settings page will be displayed.

4.

Click on Add Sms Profile button on the top of the tabular column.

5.

The Add SMS Profile popup will be displayed.

6.

Enter the values Profile Name and Recipient number in the respective text boxes.

7.

Click on Submit to update the profile settings.

Modifying an SMS Profile
8. In the Web Client, click the Admin module tab.
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9. Click Complete View > Filters > Add SMS Profile node on the left-side tree of the displayed
page.
Alternatively, click Add SMS Profile link in the Filters section on the right-side of the client
screen.
The Notification Profiles page will be displayed.
10. Click on the Add SMS Profile Link. The SMS Profile Settings page will be displayed.
11. Click on the Edit icon to display the existing configuration of the profile. Modify the
Recipient number in this page.
12. Click on Submit to update the profile settings.
Deleting an Web Sms Profile
1. In the Web Client, click the Admin module tab.
2. Click Complete View > Filters > Add SMS Profile node on the left-side tree of the displayed
page.
Alternatively, click Add SMS Profile link in the Filters section on the right-side of the client
screen.
The Notification Profiles page will be displayed.
3. Click on the Add SMS Profile Link. The Sms Profile Settings page will be displayed.
4. Click on the Delete icon against the profile name to delete the profile entry.

Add SMS Gateway
Adding an SMS Gateway
1.

In the Web Client, click the Admin module tab.

2. Click Complete View > Filters > Add SMS Gateway node on the left-side tree of the
displayed page.
Alternatively, click Add SMS Gateway link in the Filters section on the right-side of the
client screen.
The SMS Gateway page will be displayed.
3. Click on Add SMS Gateway button on the top of the tabular column.
4. The Add SMS Gateway popup will be displayed.
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5. Enter the values SMS Gateway name, Gateway URL, To (Recipient), and Message in the
respective text boxes.
Property

Description

SMS
Gateway
name

The name of the gateway.

Gateway
URL

The URL provided by the service provider for sending SMS.
Example URL for clickatell : http://api.clickatell.com/http/sendmsg?
user=test&password=testpass&to=XXXXXx&text=XXXXX&api_id=xxxxxx

To

The 'to' field that holds the recipient number. From the above example
URL, the items 'user' 'password' 'to' 'text' 'api_id' will be listed in the drop
down. In this URL 'to' holds the recipient number, so 'to' must be selected
from the drop down list.

The SMS message. From the above example URL, the items 'user'
Message 'password' 'to' 'text' 'api_id' will be listed in the drop down. In this URL 'text'
holds the SMS content, so 'text' must be selected from the drop down list.
6. Click on Submit to update the gateway settings.

Modifying an SMS Profile
1. In the Web Client, click the Admin module tab.
2. Click Complete View > Filters > Add SMS Gateway node on the left-side tree of the
displayed page.
Alternatively, click Add SMS Gateway link in the Filters section on the right-side of the
client screen.
The SMS Gateway page will be displayed.
3. Click on the Edit icon to display the existing configuration of the SMS Gateway. Modify
the desired property value. (Gateway name cannot be modified).
4. Click on Submit to update the gateway settings.
Deleting an Web SMS Profile
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1. In the Web Client, click the Admin module tab.
2. Click Complete View > Filters > Add SMS Gateway node on the left-side tree of the
displayed page.
Alternatively, click Add SMS Gateway link in the Filters section on the right-side of the
client screen. The SMS Gateway page will be displayed.
3. Click on the Delete icon against the SMS Gateway name to delete the gateway entry.
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General Configurations

•

GMap Key Registration

•

Log4j Configurator

GMap Key Registration
The Fleet Tracker, Geofence, Route Planner, and Asset Details views of the Fleet Management
software uses the Google Maps APIs for the background rendering . To use these APIs, it is required
to register and provide the GMap key in the application.
Follow the procedure given below for configuring the GMap key :
1. Select any tab which involves Google Maps view. The page is displayed with the Google Maps
background without errors if the GMap key is registered. Else, the Error Code :
InvalidKeyMapError is displayed as shown below:

2. Click on the Configure GMap button.
3. Generate the GMap Key by completing the wizard in the Google Maps Platform page.
4. Provide the Key in the GMap Key textbox.

Copyright @2019

90

WebNMS IoT Fleet Management Software – User & Admin Guide

5. Click on the Submit button to apply the key.
or
1. Click on the Admin tab, and select Configure GMAP Key in the Configuration section.
2. Generate the GMap Key by completing the wizard in the Google Maps Platform page.
3. Provide the Key in the GMap Key textbox.
4. Click on the Submit button to apply the key.
Updating the GMAP Key
1. Click on the Admin tab, and select Configure GMAP Key in the Configuration section.
2. Generate the GMap Key by completing the wizard in the Google Maps Platform page.
3. Provide the Key in the GMap Key textbox.
4. Click on the Submit button to apply the key.

Log4j Configurator
The Logging Service comes in handy for various purposes, such as pinpointing bugs, configuration
errors, performance blockades, creating audit logs, and tracking various actions in the server. All
messages are stored in log files in the form of Text files (.txt).
The logging details of various WebNMS modules such as Assets, Alarms, etc. are configured to log
files, such as nmserr.txt and nmsout.txt. To configure the logging levels, file and mail appenders for
these modules, perform the following procedure.
To configure module-wise logging
1. In the Web Client, click the Admin module tab.
2. Click Complete View > Configurations > Logs Configurator node on the left-side tree of the
displayed page.
3. Alternatively, click Logs Configurator link in the Configurations section on the right-side of the
client screen.
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4. The Logs Configurator page will be displayed.
5. The displayed page contains the Loggers for various modules, Level representing the log
levels and Appenders (File and Mail) to append the log messages in the files and mails. The
Level and Appenders can be configured.
6. Choose the Level from the drop-down box for the specific module (Logger).
7. If you want to configure the File Appender of a particular module (Logger), (For example:
nmserr_file of TOPOERR) click the File Appender link <file_name>_file (nmserr_file). The
Appender Details window pops up masking the Logs Configurator page. The Appender Details
pop up window contains the log FileName which can be configured, Max backup and Filesize.
Click Save.
8. If you want to configure the Mail Appender of a particular module (Logger), (For example:
nmserr_file of TOPOERR) click the Mail Appender link mail. The Appender Details window
pops up masking the Logs Configurator page. The Appender Details pop up window contains
the parameters which can be configured such as, SMTP Host, To Address, From Address and
Subject. Click Save.
Log
Configurator
Columns
Loggers

Level

Description

The logging details of various WebNMS modules such
as Asset, Alert & Event Notifications etc. are configured
to log files, such as nmserr.txt and nmsout.txt. The
module loggers are listed in the next column.
This parameter is used to categorize the log messages
into various levels.
Choose the Logging Level from the drop-down box for
the specific module.
The seven type log levels are:
•

Info - The INFO level designates informational
messages that highlight the progress of the
application at coarse-grained level.

•

Debug - The DEBUG Level designates finegrained informational events that are most
useful to debug an application.

•

Error - The ERROR level designates error events
that might still allow the application to continue
running.

•

Fatal - The FATAL level designates very severe
error events that will presumably lead the
application to abort.

•

Trace - The TRACE Level designates finergrained informational events than the DEBUG

•

Warn - The WARN level designates potentially
harmful situations.

•

All - The ALL has the lowest possible rank and
is intended to turn on all logging.

•

Off - The OFF has the highest possible rank and
is intended to turn off logging.
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Available Loggers

TOPOERR
MAPERR
POLLERR
MISCERR
ALERT_AUDITUSER
M2MUSER
POLLUSER
PINGERR
EVENTERR
TOPOUSER
MISCUSER
ALERTERR
EVENTUSER
POLICYERR
POLICYUSER
MAPUSER
ALERTUSER
TUSER
CLIUSER
CLIERR
CONFIGUSER
THREADDUMP_USER
CONFIGERR
AGENTUSER
MSERR
PROVUSER
MSOUT
PROVERR
AGENTERR
SYS_ERR
SYS_OUT
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Appenders

FileAppender appends log events to a file.
MailAppender appends log events to a mail.

9. On specifying appropriate values, click Save to update the configured values. Click the Reset
button, if required, to reset to default values.
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Monitor/Management

•

Logs Monitor

•

Audit Viewer

Logs Monitor
Logging plays an important role when it comes to debugging in an application. It comes in handy for
various purposes such as identifying bugs and to create audit logs and to keep track of various
actions taking place in the server. The log files can be viewed from the client UI using the following
options.
To view the server logs
1. Click the Admin module tab. The Admin page will be displayed.
2. Click the Complete View > Tools and Browsers > Logs Monitor node on the left-side tree of the
client screen.
3. Alternatively, click Logs Monitor link in the Tools and Browsers section on the right-side of the
client screen.
4. The Log Viewer tab of the Logs Monitor page will be displayed.
5. Select the latest updated lines and select a log file to view its details.
6. Select the latest updated lines from the Show Last __ lines of drop down list and the server
log file listed in the drop down list.
7. Click View Logs button. The log file will be displayed below in the line numbered format.
To view the database logs
1. Click the SPY Log Viewer tab of the Logs Monitor page to view the database transaction and
activity logs.
Top

Viewing the Audit Trails
Audit trails enable you to view the operations that have been performed by a user. The audit trail
identifies all operations that have been performed, the time, whether it was successful, category, and
audited asset. The audit trails of user information that fall under GDPR category can be viewed by
filtering based on the property CATEGORY with value starting with GDPR.
To view the audit trail of the users
1. Click the Admin module tab. The Admin page will be displayed.
2. Click the Monitor / Management > Audit Trails node on the left-side tree of the client screen.
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3. Alternatively, click Audit Viewer link in the Monitor / Management section on the right-side of
the client screen.
4. The audit trails of all the users are displayed.

5. Select the number of lines to be displayed from the Page Length drop down list and use the
First, Previous, Next and Last buttons to navigate through the audit pages.
6. Use Clear Audit button to clear the audit entries.
7. Use Search button to search the audit entries based on the fields of the audit entries. Select
one of the options: Match any of the following, Match all of the following. Select the field to
be matched from the drop down list. Select the matching condition from the drop down list.
Enter the value of the field to be matched. Click Search button.
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Administrative Operations

•

Shutdown Server

Shutdown Server
The systematic shutdown of server’s processes is performed on executing the Shut Down script on
clicking the ShutDown Server option in the Admin page. The shut down operations obey the order of
processes specified in the server's configuration files.
To shut down the server
1. Click the Admin module tab. The Admin page will be displayed.
2. Click the Administrative Operations > Shutdown Server node on the left-side tree of the client
screen.
3. Alternatively, click Shutdown Server link in the Administrative Operations section on the rightside of the client screen.
4. A confirmation will be asked. Click Yes to shut down the server.
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Security Administration
Introduction
The WebNMS IoT Fleet Management software acquires and stores information pertaining to clients,
vehicles, and drivers. And also involves performing monitoring and assignment tasks. Here, role
based permissions becomes important. When one set of users are allowed to view only the nonconfidential information e.g. end users. Another set of users are allowed to view confidential
information as well as to perform management tasks from the client UI eg. admin users.
Role based users can be created and assigned to specific groups with permitted operation, and these
operations are associated when creating groups from the Admin page.
This section of the document provides the instructions for creating users and groups, and
configuration operations.

•

Security Administration
•

User Administration

•

Group Administration

•

Operation Configuration
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User Administration

•

Add User

•

Change Status

•

Delete User

•

Modify User's Profile

•

Viewing User Details

Add User
To add a new user
1. Click Admin module tab. The Admin page will be displayed.
2. Click Complete View > Security Administration > User Configuration node on the leftside tree of the displayed page.
3. Alternatively, click the Security Administration > User Configuration link on the rightside of the client screen.
4. Click the Add User link. The Add User page will be displayed.
5. Enter the new name for the user in User name field.
6. Enter a password in the Password field (maximum of 8 characters) and re-enter the
same password in Re-type Password field.
7. The Available group names field lists all the existing groups. Select the group(s) in
which the user should be a member. Press Ctrl key to select multiple groups.
If you need to add the user to a new group, select the Add this user to a new group
check box and enter the name of the new group in the text field.
8. Select the Password expires in check box and enter the number of days the password
stays valid. If this check box is not selected, then the password never expires.
9. Similarly, select the Account expires in check box and enter the number of days the
user account stays valid. If this check box is not selected, then the user account
never expires.
10. Click Add User. Click Reset button, to reset the adding user operation. Click Back
button, to restore the previous values in the Add User form.
On performing this, a confirmation message on the success or failure of the
configuration will be displayed.

Change Status
To change the status of a user
1. Click Admin module tab. The Admin page will be displayed.
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2. Click Complete View > Security Administration > User Configuration node on the leftside tree of the displayed page.
3. Alternatively, click the User Configuration link in the Security Administration section on
the right-side of the client screen.
4. The User Configuration page will be displayed.
5. Select a user, by checking the check box of the user row.
6. Click Change Status combo box. Select Enable or Disable link option as per your
requirement.
On performing this, a confirmation message on the success or failure of the
configuration will be displayed.

Delete
To remove a user
1. Click Admin module tab. The Admin page will be displayed.
2. Click Complete View > Security Administration > User Configuration node on the leftside tree of the displayed page.
3. Alternatively, click the User Configuration link in the Security Administration section on
the right-side of the client screen.
4. The User Configuration page will be displayed.
5. Select a user, by checking the check box of the user row.
6. Click Delete button. Alternatively, click the Delete

icon of the user row.

On performing this, a confirmation message on the success or failure of the
configuration will be displayed.

Modifying a User's Profile
To modify a user's profile
1. Click Admin module tab. The Admin page will be displayed.
2. Click Complete View > Security Administration > User Configuration node on the leftside tree of the displayed page.
3. Alternatively, click the User Configuration link in the Security Administration section on
the right-side of the client screen.
4. The User Configuration page will be displayed.
5. Select a user, by checking the check box of the user row.
6. Click the Edit
displayed.

icon of the user row. The Modify profile - <User> form will be

7. Select Change Password check box if you need to change that user's password.
8. Enter the existing password in Current Password field. Enter the new password and
re-enter the same password in New password and Re-type password fields
respectively.
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9. Under Associated Groups section, the Group name section lists the group(s) in which
the user has already been enrolled. To add or delete new group(s), click Configure
Group button. Modify profile window for configuring the user pops-up. The Available
groups field lists the existing groups that the user has not been enrolled. Use the
Remove
and Add
options to remove the user from a group or enrol the user
to a group. Press Ctrl key to select multiple groups. Click Submit. Click Reset button,
to reset the add/delete group operation. Click Close button, to close the Modify profile
pop-up window.
10. Under Permitted Operations section, the Name column lists the operations for which
the user is permitted and the Type column lists the type of permission for the
corresponding operation. To add or delete new operations and modify the
permissions, click Configure Operations button. Operations Tree window for
configuring the users pops-up. The Operation Tree Root lists all the existing
operations that can be permitted to a group. This includes the operations inherited
from the Group to which the user belongs. Use the Check box options to include,
exclude, and not authorize the operations for the user. Click Save. Click Cancel button,
to cancel the configuration.
Hints
•

- Operation is authorized for the Group/User

•

- Operation is not authorized for the Group/User

•

- Not authorized for the Group/User but mutable

•

- Authorized and immutable as inherited from group

•

- Not authorized and immutable as inherited from group

11. The Modify password expiration field displays the number of days the password stays
valid. If this was not configured while creating the user, then 0 will be displayed, which
means the password never expires. Modify the expiration period, if required, by
selecting the check box and entering a new value in the text field
12. The Modify account expiration field displays the number of days the user account
stays valid. If this was not configured while creating the user, then 0 will displayed,
which means the user account never expires. Modify the expiration period, if required,
by selecting the check box and entering a new value in the text field.
13. On editing the required fields, click Submit. Click Cancel button, to cancel the user
profile modification.
On performing this, a confirmation message on the success or failure of the
configuration will be displayed.

Viewing User Details
To view the user details
1. Click the Admin module tab. The Admin page will be displayed.
2. Click the System Admin link located on the left side. The System Admin page will be
displayed.
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3. To view details of the available groups and the users in those groups, click Group
Based List.
4. To view details of the available users and the groups to which they are associated,
click User Based List.
5. To view the list of users logged into the current session, click Active Users List.
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Group Administration

•

Add Group

•

Delete Group

•

Modify a Group's Profile

•

Operation Configuration

Add Group
To add a new group
1. Click Admin module tab. The Admin page is displayed.
2. Click Complete View > Security Administration > Group Configuration node on the leftside tree of the displayed page.
3. Alternatively, click the Security Administration > Group Configuration link on the rightside of the client screen.
4. Click the Add Group link. The Add Group window pops-up.
5. Enter the new name for the group in Group Name field.
6. Under Operations Tree section, add or delete new operations and modify the
permissions. The Operation Tree Root lists all the existing operations that can be
permitted to a group. These operations will be inherited to all the users belonging to
this Group. Use the Check box options to include, exclude, and not authorize the
operations for the user.
Hints

7.

•

- Operation is authorized for the Group/User

•

- Operation is not authorized for the Group/User

•

- Not authorized for the Group/User but mutable

Click Save. Click Cancel button, to cancel the configuration.

Delete
To remove a group
1. Click Admin module tab. The Admin page is displayed.
2. Click Complete View > Security Administration > Group Configuration node on the leftside tree of the displayed page.
3. Alternatively, click the Group Configuration link in the Security Administration section
on the right-side of the client screen.
4. The Group Configuration page is displayed.
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5. Select a group, by checking the check box of the group row.
6. Click Delete button. Alternatively, click the Delete

icon of the group row.

On performing this, a confirmation message on the success or failure of the
configuration is displayed.

Modifying a Group's Profile
To modify a group's profile
1. Click Admin module tab. The Admin page is displayed.
2. Click Complete View > Security Administration > Group Configuration node on the leftside tree of the displayed page.
3. Alternatively, click the Group Configuration link in the Security Administration section
on the right-side of the client screen.
4. The Group Configuration page is displayed.
5. Select a group, by checking the check box of the group row.
6. Click the Edit

icon of the user row. The Modify Group - <Group> form is displayed.

7. Under Members section, the users who have already enrolled in the group or
displayed. To add or delete new user(s), click Assign Users button. Modify profile
window for configuring the users pops-up. The Available Users field lists the existing
and Add
options to
users who have not been enrolled. Use the Remove
remove the user from the group or enrol the user to the group. Press Ctrl key to select
multiple users. Click Submit. Click Reset button, to reset the add/delete users
operation. Click Close button, to close the Modify profile pop-up window.
8. Under Operations Settings section, the Name column lists the operations for which
the group is permitted, the Type column lists the type of permission for the
corresponding operation and the Scope Setting column lists whether any custom view
scope is set for this operation. To add or delete new operations and modify the
permissions, click Configure button. Operations Tree window for configuring the
operation for groups pops-up. The Operation Tree Root lists all the existing operations
that the group can be permitted. These operations will be inherited by the user
belonging to this group. Use the Check box options to include, exclude, and not
authorize the operations for the group. Click Save. Click Cancel button, to cancel the
configuration.
Hints
•

- Operation is authorized for the Group/User

•

- Operation is not authorized for the Group/User

•

- Not authorized for the Group/User but mutable

9. Under Custom View Scope section, the Authorized Scopes column lists the custom
view scopes authorized for this group :
•

To add new custom view scopes, select Scope Name (module) from the
combo box and click Add New Scope button. Custom View Scope - Add page
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is displayed. Enter the name for the new custom view scope in Scope Name
field. In the Property Name combo box, select the required property and enter
the required value in the Property Value in the text field. Click More button to
add more properties and Delete icon against the properties to remove them.
Click Save. Click Cancel button, to cancel the configuration.
•

To add or delete new custom view scope(s), click Assign Scope button.
Modify profile window for configuring the users pops-up. The Available Scope
field lists the existing scopes which have not been enrolled. Use the Remove
and Add
options to remove the scopes from the group or enroll the
scopes to the group. Press Ctrl key to select multiple scopes. Click Submit.
Click Close button, to close the Modify profile pop-up window.

•

To delete a custom view scope, select the scope(s), by checking the check
box of the scope row. Click Delete button. Alternatively, click the Delete icon
of the scope row.

•

To modify custom view scopes, click on the Scope Name. Custom View
Scope - Modify page is displayed. Edit the name of the custom view scope in
Scope Name field. In the Property Name combo box, select the required
property and enter the required value in the Property Value in the text field.
Click More button to add more properties and Delete icon against the
properties to remove them. Click Save. Click Cancel button, to cancel the
configuration.
On performing this, a confirmation message on the success or failure of the
configuration is displayed.

Operation Configuration
1. Click Admin module tab. The Admin page is displayed.
2. Click the Operation Configuration link in the Security Administration section on the
right-side of the client screen.
3. The Operation Configuration window pops-up.
4. Add or delete new operations in the Operations Tree window for configuring the
operation for groups and users. The Operation Tree Root lists all the existing
operations that the group and user can be permitted. Use the icon can be used for
adding new operation and Click Save. Use the icon can be used for removing the
existing operation.
Hints
•
•

icon can be used for adding new operation
icon can be used for removing the existing operation
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Third Party Software
The following table lists the databases and packages bundled with WebNMS IoT. Please see the
COPYRIGHT file available under <WebNMS IoT Home> folder for details about the copyright of the
third party software and the respective License Agreement.

Databases and Packages bundled with WebNMS
Package / Jar Name

Version

License Information

activation.jar
(JavaBeans Activation Framework)

Version 1.0.2

Covered under the Sun Microsystems,
Inc. Binary Code License Agreement.

Mail.jar (JavaMail)

Version 1.3.1

Covered under the Sun Microsystems,
Inc. Binary Code License Agreement.

JRE

Version 1.7

Covered under the Sun Microsystems,
Inc. Binary Code License Agreement.

Tomcat

Version 5.5.20

Covered under the Apache Software
License Version 1.1

Version 1.1

Covered under the Sun Microsystems,
Inc. Binary Code License Agreement
and the Apache Software License
Version 1.1

jfreechart.jar
jcommon.jar

Version 1.0.14

Covered under the GNU Lesser General
Public License.

jta.jar
(Java Transaction API)

Version 1.0.1a

Covered under the Sun Microsystems,
Inc. Binary Code License Agreement.

AdventNetJta.jar
(Java Telnet Application)

-

Commercially licensed by AdventNet
from the developers.

JimiProClasses.jar
(JIMI Software Development Kit)

Version 2.0

Covered under the Sun Microsystems,
Inc. Binary Code License Agreement.

Version 10.1

PostgreSQL Database is bundled with
WebNMS for development purposes
only. Distribution of PostgreSQL with
Customer's developed applications
requires a license from PostgreSQL,
which is not granted with the WebNMS
license. Licensee shall contact
PostgreSQL
(http://www.postgresql.org/) for a

XML
jaxp.jar
crimson.jar
xalan.jar
Note: By default, WebNMS IoT
Platform is bundled with JRE 1.7.0.
JRE 1.7.0 and above versions
contain the crimson, jaxp, and xalan
JARS.

PostgreSQL Database

2
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license to distribute PostgreSQL..

PostgreSQL
(JDBC Driver)

Version 42.2.2

Covered under the GNU Lesser General
Public License.

Version 1.2

Covered under the OpenORB License
(BSD like License).

bsh-1.2b3.jar

Version 1.2

Covered under the GNU Lesser General
Public License.

comm.jar

Version 2.0

Covered under the Sun Microsystems,
Inc. Binary Code License Agreement.

Jython
jython.jar

Version 2.1

Covered under the Jython Software
License.

jcvs.jar

-

ftp.jar

-

Java Web Start Developer Pack
jnlp.jar

Version 1.2

jasperreports.jar

-

Struts

Version 1.1

itext-1.02b.jar

-

p6spy.jar

1.3

Log4j.jar

1.2.12

j2ssh-common.jar,
j2ssh-core.jar

j2ssh0.2.7

Covered under the GNU Lesser General
Public License

Wrapper Services
wrapper.jar

Version 3.2.3

Covered under MIT license.

jgroups-all.jar

Version 2.6.3.CR2

Covered under the GNU Lesser General
Public License.

json.jar

-

Covered under the BSD license.

ehcache-1.2.3.jar

Version 1.0

Covered under Apache Software
License version 2.0

commons-fileupload-1.1.1.jar

Version 2.1.1

Covered under Apache Software
License version 2.0

OpenORB
openorb_tools-1.2.0.jar
openorb-1.2.0.jar
Note: These are available only in
WebNMS Professional Edition.
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Covered under the GNU Lesser General
Public License.
Covered under the GNU Lesser General
Public License.
Covered under the Sun Microsystems,
Inc. Binary Code License Agreement.
Covered under the Jasper Reports
License.
Covered under the Apache Software
License Version 1.1
Covered under MOZILLA PUBLIC
LICENSE
Covered under p6spy software license
version 1.1
Covered under Apache Software
License version 1.1

106

WebNMS IoT Fleet Management Software – User & Admin Guide
ant.jar

Version 1.7.0

Covered under Apache Software
License version 2.0
Covered under the JGuru Software
License.

antlr-2.7.6.jar

Covered under Apache Software
License version 2.0

ant-antlr-1.6.5.jar

Version 1.6.5

commons-beanutils.jar

Version 1.6

Covered under Apache Software
License version 2.0

commons-collections.jar

Version 2.1.1

Covered under Apache Software
License version 2.0

commons-digester.jar

Version 1.8

Covered under Apache Software
License version 2.0

taglibs-mailer.jar

-

Covered under Apache Software
License version 1.1

cglib-2.1.3.jar

-

Covered under Apache Software
License version 1.1

commons-logging-1.0.4.jar

Version 1.0.4

Covered under Apache Software
License version 1.1

asm-attrs.jar

Version 1.5.3

Covered under the France Telecom
Software License.

asm.jar

Version 1.5.3

Covered under the France Telecom
Software License.

c3p0-0.9.1.jar

Version 0.9.1

Covered under the GNU Lesser General
Public License

hibernate3.jar

Version 3.2.6.ga

Covered under the GNU Lesser General
Public License

dom4j-1.6.1.jar

-

Covered under the MetaStuff Software
License.

js/jquery-1.7.2.min.js
js/jquery-ui-1.7.2.custom.min.js

-

Covered under the MIT License.

calendar-en.js
calendar-setup.js
calendar.js

Version 0.9.6

Covered under the GNU Lesser General
Public License

smslib-3.5.2.jar

Version 3.5.2

Covered under Apache Software
License version 2.0

commons-net.jar

Version 1.4.1

Covered under Apache Software
License version 2.0

ganymed-ssh2-build210.jar

Version 1.0

Covered under Swiss Federal Institute
of Technology (ETH Zurich)

RXTXcomm.jar

Version 1.0

Covered under the GNU Lesser General
Public License
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dwr.jar

Version 3.0 RC 2

Covered under Apache Software
License version 2.0

HighCharts

Version 2.3.5

Covered under Highsoft OEM License

Zohocharts

Version 1.11

-

terminal-web.jar
terminal.jar
terminal-ssh-maverick.jar

Version 2.0.8

Covered under OEM License

virtualsession.jar

Version 2.0.0

Covered under OEM License

maverick-all.jar

Version 1.4.35

Covered under OEM License

mqtt-client-1.9.jar

Version 1.9

Covered under Apache Software
License version 2.0

bootstrap.jar

Version 1.0

Covered under Apache Software
License version 2.0

dojo

-

Covered under The Dojo Foundation
license

select2

Version 3.2

Covered under Apache Software
License version 2.0
Commercially licensed by AdventNet
from the developers.

AdventNetTcsToXmlConvertor.jar
aopalliance-repackaged-2.2.0.jar

Version 2.2.0

Covered under the GNU Lesser General
Public License

asm-all-repackaged-2.2.0.jar

Version 2.2.0

Covered under the BSD license.

guava-12.0.1.jar

Version 12.0.1

Covered under Apache Software
License version 2.0

hawtbuf-1.10.jar

Version 1.10

Covered under Apache Software
License version 2.0

hawtdispatch-1.20.jar

Version 1.20

Covered under Apache Software
License version 2.0

hawtdispatch-transport-1.20.jar

Version 1.20

Covered under Apache Software
License version 2.0

hk2-api-2.2.0.jar

Version 2.2.0

Covered under the Common
Development and Distribution License

hk2-locator-2.2.0.jar

Version 2.2.0

Covered under the Common
Development and Distribution License

hk2-utils-2.2.0.jar

Version 2.2.0

Covered under the Common
Development and Distribution License

jackson-annotations.jar

-

Covered under Apache Software
License version 2.0
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jackson-core.jar

-

Covered under Apache Software
License version 2.0

jackson-databind.jar

-

Covered under Apache Software
License version 2.0

jackson-module-jaxb-annotations2.4.2.jar

Version 2.4.2

Covered under Apache Software
License version 2.0

osgi-resource-locator-1.0.1.jar

Version 1.0.1

Covered under Apache Software
License version 2.0

org.osgi.core-4.2.0.jar

Version 4.2.0

Covered under Apache Software
License version 2.0

persistence-api-1.0.jar

Versions 1.0

Covered under the Common
Development and Distribution License

unbescape-1.0.jar

Version 1.0

Covered under Apache Software
License version 2.0

slf4j-api-1.7.14.jar

Version 1.7.14

Covered under the MIT License.

xstream-1.4.7.jar

Version 1.4.7

Covered under the BSD license.

xuggle-xuggler-5.4.jar

Version 5.4

Covered under the BSD license.
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Frequently Asked Questions
1. What are the supported browsers for the web application that connects to the WebNMS Fleet
Management software.
Browser*

Platforms
Windows
10

Firefox **
59.0.2

Chrome **
65.x

JRE
Version

Java Plug-in Version
1.7.0

1.7.0

Browser*

Platforms

Firefox**

Ubuntu 14.04 LTS or higher
CentOS Linux release
7.2.1511
CentOS Linux 7 (Core)

Chrome**

Java Plugin Version

JRE
Version

59.0.2

65.x

1.7.0

1.7.0

59.0.2

65.x

1.7.0

1.7.0

59.0.2

65.x

1.7.0

1.7.0

Note:
* - HTML UI - Cookies and Java Script should be enabled
** - The browsers supported versions are versions provided in the chart and higher versions.
2. Why sometimes the No Data text is displayed in a page instead of the proper widgets.
There are two main reasons for No Data to be displayed in the place of widgets.
1. No data is available in the database.
2. Widget configuration is wrong. Click on the Edit icon in the widget, and ensure all the settings
and criteria provided is correct.

3. What are the alarms that are supported by the WebNMS Fleet Management Software.

S.No.

Name

Entity

Category

Severity

Message

1

Over speed

driverName_Over speed

Driver_Behaviour_Alarms

status_0
: Clear
status_1

status_0
: Driver Enters
in to the Set

2
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:
Warning

Over speeding
Range.
status_1
: Driver
Violates the
Over Speeding
range.

2

Harsh Brake

driverName_Harsh Brake

Driver_Behaviour_Alarms

status_1
:
Warning

status_1
: Harsh
Braking
Detected

3

Harsh
accelerate

driverName_Harsh accelerate

Driver_Behaviour_Alarms

status_1
:
Warning

status_1 :
Harsh
acceleration
detected

4

Harsh turn
left

driverName_Harsh turn left

Driver_Behaviour_Alarms

status_1
:
Warning

status_1
: Harsh turn
left detected

5

Harsh turn
right

driverName_Harsh turn right

Driver_Behaviour_Alarms

status_1
:
Warning

status_1
: Harsh turn
right detected

6

Turn Over

driverName_Turn Over

Driver_Behaviour_Alarms

status_1
:
Warning

status_1
: Vehicle Turn
Over has been
detected

7

OBDII Fault
Code

vehicleName_OBDII Fault Code

DTC_Alarms

status_0
: Clear
status_1:
Warning

status_0 : No
Fault Code
found
status_1
: Fault Code
Present

8

J1939 fault
code

vehicleName_J1939 fault code

DTC_Alarms

status_0
: Clear
status_1
: Critical

status_0 :
without J1939
fault code
status_1 : With
J1939 fault
code

9

GSM
jamming

vehicleName_GSM jamming

OBD_Device_Alarms

status_0
: Critical
status_1
: Clear

status_0
: Tracker
Device has got
back its
Network
Connectivity.
status_1
: Tracker
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Device
Network
Connectivity
has been
jammed.
10

GPS first
time
Position

vehicleName_GPS first time
Position

OBD_Device_Alarms

status_0
: clear
status_1
: info

status_1 :
Tracker Device
has Acquired
its First Gps
Position.

11

GSM
registration
Status

vehicleName_GSM registration
Status

OBD_Device_Alarms

status_0
:
Warning
status_1
: Clear

status_0 :
From
Registered to
Unregistered.
status_1
: From
Unregistered
to Registered.

12

Sim Card
Balance

vehicleName_Sim Card Balance

OBD_Device_Alarms

status_0
: Clear
status_1
: Critical

status_1 : Low
Balance

13

Back Up
Battery
voltage

vehicleName_Back Up Battery
voltage

OBD_Device_Alarms

status_0
: Clear
status_1
: Critical

status_0
: Back Up
Battery voltage
is Normal
status_1
: Back Up
Battery voltage
is Under
voltage or
Over voltage.

14

IMM
Intrepter link

vehicleName_IMM Intrepter link

OBD_Device_Alarms

status_0
: Clear
status_1
: Critical

status_0 : IMM
link Normal.
status_1 : IMM
link Failure.

15

RF Pairing
Event

vehicleName_RF Pairing Event

OBD_Device_Alarms

status_0
: Clear
status_1
: info

status_0 : No
status_1 : Yes

16

Hardware
Fault

vehicleName_Hardware Fault

OBD_Device_Alarms

status_0
: Clear
status_1
: Critical

status_0
: without fault
status_1 : with
fault
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17

Health
Information

vehicleName_Health Information

OBD_Device_Alarms

status_0
: Clear
status_1
: info

status_1
: Upload
Health
Information

18

Tag Toggle
Event

vehicleName_Tag Toggle Event

OBD_Device_Alarms

status_0
: Clear
status_1
: info

status_0 : Exit
status_1 :
Enter

19

Ibutton
event

vehicleName_Ibutton event

OBD_Device_Alarms

status_0
: Clear
status_1
: info

status_0
: Ibutton: null
status_1
: Ibutton:detect
id

20

Device
Enters Sleep
Mode

vehicleName_Device Enters
Sleep Mode

OBD_Device_Alarms

status_0
: Clear
status_1
: Critical

status_0
: Reserve
status_1 :
Tracker Device
Entering into
Sleep Mode.

21

Tag Low
Voltage

vehicleName_Tag Low Voltage

OBD_Device_Alarms

status_0
: Clear
status_1
: info

status_0
: Normal
status_1 : Low
Voltage

22

OBDII
Engine RPM

vehicleName_OBDII Engine RPM

OBD_Alarms

status_0
: Clear
status_1
:
Warning

status_0
: Normal RPM
status_1
: Engine Rev is
too fast

23

OBDII
Engine
Temperature

vehicleName_OBDII Engine
Temperature

OBD_Alarms

status_0
: Clear
status_1
:
Warning

status_0
: Engine
temperature is
Normal
status_1
: Engine
temperature is
too high

24

Towing

vehicleName_Towing

Vehicle_Alarms

status_0
: Clear
status_1
: Critical

status_0 : End
of Vehicle
Towing
status_1
: Vehicle is
being Towed

25

Idle State

vehicleName_Idle State

Vehicle_Alarms

status_0
: Clear
status_1

status_0
: Vehicle is yet
to move
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: Info

status_1
: Vehicle is in
idle state

26

Parking

vehicleName_Parking

Vehicle_Alarms

status_0
: Clear
status_1
:
Warning

status_0
: Vehicle is yet
to be parked
status_1
: Vehicle is yet
to move

27

Served
Mileage

vehicleName_Served Mileage

Vehicle_Alarms

status_0
: Clear
status_1
: Critical

status_0
: Normal
status_1
: Served
Mileage alarm

28

Vehicle Tire
Status

vehicleName_Vehicle Tire Status

Vehicle_Alarms

status_0
: Clear
status_1
: Critical

status_0 : tire
status:Normal
status_1
: Check tire

29

Vehicle ACC
Status

vehicleName_Vehicle ACC
Status

Vehicle_Alarms

status_0
: Clear
status_1
:
Warning

status_0
: Vehicle
IGNITION has
been turned
OFF
status_1
: Vehicle
IGNITION has
been turned
ON

30

collision

vehicleName_collision

Vehicle_Alarms

status_0
: Clear
status_1
: Critical

status_1
: collision

31

External
Power
Supply

vehicleName_External Power
Supply

Vehicle_Alarms

status_0
: Clear
status_1
: Major

status_0
: External
Power Supply
is Normal
status_1
: External
Power Supply
is Under
voltage or
Over voltage

32

Vehicle
Engine Oil
Status

vehicleName_Vehicle Engine Oil
Status

Vehicle_Alarms

status_0
: Clear
status_1
: Major

status_0
: Engine Oil
health
status:Normal
status_1
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: Change
Engine Oil
33

GPS Module
Failure Alert

vehicleName_GPS Module
Failure

OBD_Device_Alarms

Major

GPS Module
has been
Failed.

34

External
Temperature
Alert

vehicleName_External
Temperature

Vehicle_Alarms

Warning

External
Temperature
reading has
exceeded the
set Threshold
limit.

35

Immobilizer
Alert

vehicleName_Immobilizer

Vehicle_Alarms

Warning

Immobilizer
Alert has been
raised.

36

Driver
Association
History

driverName_driverAssociation

Fleet_Association

Info

<Vehicle
Number> has
been
associated to
<Driver
Name>.

37

Vehicle
Association
History

vehicleName_vehicleAssociation

Fleet_Association

Info

<Driver
Name>has
been
associated to
<Vehicle
Number>.

38

RoutePlan
Started
Successfully

vehicleName_planName

RoutePlan

Clear

Scheduled
plan <Plan
Name>
successfully
started.

39

RoutePlan
Fail

vehicleName_planName

RoutePlan

Major

Scheduled
plan <Plan
Name> failed
to start.

40

RoutePlan
No Vehicle
Assigned

vehicleName_planName

RoutePlan

Major

No Vehicle is
assigned to
this RoutePlan

4. The "InvalidKeyMapError" message given below is displayed on clicking the Fleet Tracker,
Geofence, Route Planner, and Asset Details views. How to fix this error?
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The Fleet Tracker, Geofence, Route Planner, and Asset Details views of the Fleet Management
software uses the Google Maps APIs for the background rendering. To use these APIs, it is required
to register and provide the GMap key in the application. Follow the procedure given below for
configuring the GMap key :
1. Generate the GMap Key by completing the wizard in the Google Maps Platform page.
2. Click on the Admin tab, and select Configure GMAP Key in the Configuration section.
3. Provide the Key in the GMap Key textbox.

4. Click on the Submit button to apply the key.
In addition, ensure that you have subscribed to the following APIs from the pages given below:
1. Map Javascript API
2. Directions API
3. Geocoding API
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