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WebNMS SNMP APl is a Java-based comprehensive development environment for building SNMP-based management applications that
are reliable, scalable, and OS independent.

WebNMS SNMP API Overview

WebNMS SNMP API enables rapid building and deployment of SNMP based integrated network management solutions. A proven product with over 150
implementations, it simplifiesapplication design and development. WebNMS SNMP APl comes with an integrated set of easy-to-use tools and features useful
for the complete development lifecycle of network device management.

The WebNMS SNMP stack comprises of a set of powerful Java SNMP library to build SNMP-based cross-platform, real-time applications for monitoring and
managing network devices. SNMP network management developers can leverage the SNMP library to build standalone, web-based, and distributed (EJB,
CORBA, and RMI) applications. It supports SNMPv1, SNMPv2c and SNMPv3.

The Java SNMP library provides off-the-rack components for trap and table handing and the basic SNMP operations: SNMP GET, SNMP GETNEXT, SNMP
GETBULK, and SNMP SET. These components enable simpler and faster development and deployment of SNMPv1, SNMPv2c, and SNMPv3 management
applications that can be integrated into any network management solution.

WebNMS SNMP API can be used to build either a two-tier or a three-tier management application. In the two-tier architecture, the management application

directly communicates with the agents. Inthe three-tier architecture, the management application communicates with the agents through a manager-server.
For building highly scalable management applications, three-tier architecture is the best option.n.

Features and Benefits

Features Benefits

Open Standards and Built on Internet standard technologies, such as Java, it ensures
cross-platform greater productivity and interoperability.
Multilingual support SNMPv1, SNMPv2c, and SNMPv3 based communication.

Supports HMAC-SHA-96, HMAC-MD5-96, CBC-DES, CBC-3DES and 128,192,256 bit

SNMPV3 security AES encryption algorithms.

Robust MIB Parser: Supports | Seamlessly parses the MIB definitions from any OEM vendor. Offers

SMIv1 and SMIv2 formats various flavors of parsing based on the MIB definitions

) Option to load MIB definitions from a pre-compiled file, a Serialized file,
MIB Loading or from Database to boost performance.
SNMP Beans High-level bean components for easy application development.

Provides connectivity to IPv6 based SNMP devices in addition to IPv4

IPv6 Support devices.

Offers scalability by storing MIB definitions and SNMPv3 configuration

Database Support data in any relational database such as, MySQL and Oracle.

Test, Monitor, and Manage multiple SNMP devices on a network. It
allows network and system engineers to load both standard and vendor
proprietary MIBs and retrieve data about the software and hardware
configurations.

SNMP MIB Browser
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WebNMS SNMP API Architecture

WebNMS SNMP API consists of a hierarchy of Java packages that enables rapid development of element and network management applications for a wide
variety of domains.

The architecture contains many layers of APIsthat provide the users (developers) different levels of access for their application development. 1.e. a new
developer who is unaware of the SNMP concepts can directly use the high-level APIsfor their application development. While the SNMP experts can
directly use the low-level APIsfor their development.

The low-level SNMP API, MIB API, and SAS APl can be used either directly or via the beans provided in the high-level API. In either case the user applica-
tion can talk to the SNMP APIsthrough the Distributed APIs, over which the user applications can sit

Applications
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E"‘IE_ CORBA Remote Applets and and Agent
Applications  anplications RMI Applications Applications

Distributed AP
R CORBA EJB
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Mon-LUl Beans
[SNMP Target, SNMP Table, SNMP Poller,..)

SAS AP Low-Leavel API
Core SAS Package SNMP Package Security & Access
Control Framework
MIB
SAS Transport SNMP Transport AP
Framework Provider Framework
TP HTTP Cuslom TCP IO Cusiom

Low-Level SNMP API: The low-level APIimplements the core SNMP functions. It includes classes that facilitate communication with peer SNMP entities and
offer message security and privacy to applications and applets. It also includes classes that can be used in management applets running in a browser. It
supports multilingual communication with devices. The low-level APl provides the reference implementation of USM and VACM for SNMPv3 entities. It also
offers protocol-independent communication framework for SAS communication, in which you can plug in your transport protocol for SAS communication.

MIB API: The MIB API conveys the information about the data available on an SNMP agent. This APlallows Java programs to take full advantage of the
information contained in MIB module files. It also facilitates loading and unloading of MIBs in applications and applets, in addition to supporting a host of
functions that provide the properties of the managed object. The components are built using the primitive SNMP datatypes available in the low-level SNMP
API.

SAS API: The SAS APl provides support for the Java applets to get around the security restrictions of the browsers. SAS allows the applet to send and
receive SNMP packets to any managed device from the applet host. The SAS server needs to be run with the Web server in which the applet resides.

High-Level SNMP API: It consists of Uland non-Ul beans that are built using the SNMP functions provided by the low-level APland MIBs API. These bean
components can be used inany Java Bean Builder or directly in the Java code.

Distributed API: The RMI APl enables the development of distributed computing applications and server-side applications in Java, to perform SNMP
operations. The advantage of the RMI APl is that it allows a server to perform the SNMP functions, while the clients only make the RMI calls to the server.
The components are built on the non-Ul beans of the high-level API.
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WebNMS SNMP API Editions

WebNMS SNMP API is offered in two editions: Free and Professional. The following table highlights the features in each:

: : AdventNet éﬂﬁg%g
Functionality SNMP API Sl e
... roressiona
Free Edition Edition
Standard Functions
SNMP communication for SNMPv1, SNMPv2c, and SNMPv3 v i
SNMPV3 Security i
MIB support for SMIvl and SMIv2 formats Vi
Command line tools to perform SNMP operations on remote o
agents. v
Applet support Vi o
SNMP Applet Server (SAS) to facilitate communication %
between applets and managed devices / across firewalls v
EJB support for developing scalable multi-tier network man- ZF
agement applications X
RMI and CORBA access for distributed computing support. ¥ o
MIB Browser tool Y " i
Database support for storing compiled MIBs and SNMPv3 ¥
configuration.
System Requirements
Operating Environment < Windows, Solaris and Linux platforms
_ < CPU: Minimum 500 MHz Pentium Processor
Hardware Requirements < Memory: Minimum 128 MB RAM
< Disk Space: Minimum 150 MB
< Open JDK/Oracle JDK 1.2 and later.
Software Requirements = Java-enabled web browser (Netscape 4.x/IE 4.x) with Sun Java plug-in.
= Any database and the corresponding JDBC driver for the database support
%{ﬂ | About Zoho Corporation
Zoho Corporation Zoho Corporation provides affordable software for database migration, management and
4900 Hopyard Rd., Suite 310, Pleasanton, CA 94588. USA provisioning of complex networks, systems, and IT applications. With a broad product portfolio
Phone: 1-925-924-9500 and an active customer base ranging from enterprises, equipment vendors, and service

providers, Zoho Corporation has emerged as a very affordable and high-quality alternative to

Fax; 1-925-924-9600 . ) N
expensive software that is common in this industry.

Web Site: http://www.zohocorp.com

Zoho Corporation has offices in CA, Austin, New Jersey, Chennai, Singapore, Tokyo and

For queries on products : sales@webnms.com Beijing. It has a well-trained partner base around the globe and thousands of customers world-
For 24/7 support : snmp-support@webnms.com wide. For more information, call 925-924-9500 or visit our Web site at: www.webnms.com.
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